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1. Objective of the | ¢  This document served as a basic/high level business requirement and system
Project / specification for our KFHOnNline new enhancement.
Enhancement
e This new enhancement is to implement “Panic Button” or known as Kill switch
function in our KFHOnline system in order to comply with Bank Negara Malaysia
(BNM) requirement to curb online fraud/scam, pursuant to YAB PM announcement
in Budget 2023.
o Refer to below link for each quotes by BNM:
https://budget. mof.gov.my/pdf/belanjawan2023/ucapan/ub23-Bl.pdf
91. Bank Negara will also enforce a Killl switch policy to all
banking institutions, to enable users to freeze their accounts
immediately, including ATM cards, to prevent unauthorised use.
e Vendor is advisable to provide better solution that could feed the needs of bank’s
daily operation and needs.
2. General Overview:
Overview

Panic Button is a security feature for customer to instantly block their KFHOnline access at
any time without calling our Contact Centre if they suspect they are a victim of scam or
their login credentials have been compromised.

However, the blocking of Debit Card-i will be done manually by our Contact Centre. Upon
blocking the Panic Button request, system will system an email notification to Contact
Centre to block KFH Debit Card-i..

By activating Panic Button, customer will not allow to login to KFHORline as the system will
prompt a friendly validation message, and no Debit/ATM cards transactions (physically and
digitally) is allowed, if their card has been blocked by Contact Centre.

1l

S

Retail Banking TKFHOnIine



Proposed
Process Flow

The proposed process as per the below flow:

1. Panic Button Activation
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e Activation is via the KFHOnline login screen

e To locate the “Panic Button” function at the left hand side menu

e Upon clicking on the hyperlink, system to route the customer to the “Panic Button”
activation screen.

e To introduce new screen for “Panic Button” activation process.

2. Panic Button Activation Screen (Username)

Kuwait Finance House |

viug Sl Jugaalicuy

if you suspect you are a vicim of a scam, you may
immediately freeze your KFHOnline and all your
current and savings accounts (incjuding joint
accounts) by activating Panic Button.

A PANIC BUTTON

Usemame: | |

1 Be cauticus, stay alert! DO NOT login via email links
and DO NOT open email attachments or run programs
from unknown sources!

. “Login” bullon — Tu roule customer to password screen.
e No change on the username flow and requirement.

Note: The final content of the screen will be shared upon receiving the final approval from
the stakeholders.
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3. Panic Button Activation Screen (Password)

Kuwait Finance House | 7 |

If you suspect you are a victim of a scam, you may I
A PANIC BUTTON | immedately freeze your KFHOnline and all your .

current and savings accounts (inciuding joint
accounts) by activating Panic Button.

Hello. panicbutton
D Is this your Security Phrase? |

Do nof proceed {f this is not your Securty Phrase

e “Cancel’ button — To route customer to KFHOnIine login screen.
e “Next’ button — to route customer to Panic Button confirmation screen.
e No change on the username flow and requirement, however: -
- System to bypass the fraud checking during the Panic Button request.
- To route the customer to the Panic Button confirmation screen as long as the
Username and Password match with bank’s record.
- No TAC flow involve during the activation of the Panic Button.

Note: The final content of the screen will be shared upon receiving the final approval from
the stakeholders.

4. Panic Button Activation Screen (Confirmation)

Kuwait Finance House (7

Vg S Jug iy

if you suspect you are a victim of a scam, you may
A PANIC BUTTON | immediately freeze your KFHOnline and all your

current and savings accournts {including joint
accounts) by activating Panic Sutton.

Are you sure you want to activate the Panic Button?

By submitting this request, you are acknowledging that: -

= Your KFHOnline you will be no longer accessible for you to perform any online
transaction including FPX.

= Your CASA accounts with KFH will be temporarily blocked - No VISA and
MyDebit transactions using KFH Debit Card-i cards can be performed, whether
digitally or physically {through ATM & POS Terminal).

However, you are still able to receive funds into your account.

e “Cancel” button — To route customer to KFHOnline Iog_in screen. R
e “Confirm” button - To send request to activate the Panic Button and route customer to
the Acknowledgement screen.

Note: The final content of the screen will be shared upon receiving the final approval from
the stakeholders.

31

Retail Banking Y kFHONline



5. Panic Button Activation Screen (Acknowledgement)

uwail Finance House | 7

viig S figa e | l'.'_’:l)

If you suspect you are a victim of a scam, you may
A PANIC BUTTON | immediately freeze your KFHOnline and ail your

current and savings accounts (including joint
accounts) by activating Panic Button.

You have successfully activated the Panic Buttar

If you wish to deactivate the Panic Button, please call our Contact Centre at 1300-888-534

between 8.00am to 8.00pm.
Status B Successful
1B Reference No : 0014186054
Transaction Date : 15 Aug 2023
Transacticn Time : 15:28:14

b

If Activation is Successful

System to display the Successful screen as above.

System to assign Reference No for all the Panic Button request

To immediately deactivate customer's KFHOnline access.

To immediately send an email notification to Contact Centre to block customer’'s Debit

Card-i.- The final content will be shared upon receiving the final approval from the

stakeholders.

System to immediately flag customer’'s KFHOnline access as “Panic Button Activated”

at BVMC.

System to send notification to customer’'s mobile number to notify on “Panic button”

activation status.

- Proposed Message — “RMO KFH: Your KFHOnline access has been successfully

deactivated on 01JUN23 09:31:37. Please call us to activate. Not you? Call the
No. on the card.

If Activation is Unsuccessful

Uwall finance House | 74,1

VSl Jaugaiiicuy | L\' |

If you suspect you are a victim of a scam, you may
A PANIC BUTTON | immediately freeze your KFHOnline and ail your

current and savings accounts (including joint
accounts) by activating Panic Button.

Your Panic Button activation was unsuccessful. Please call our Contact Centre.

If you suspect you are a victim of a scam, please inmediately cal! our Contact Centre at
1300-888-534 between B.00am to 8.00pm.

Statug H Unsuccesstul
1B Reference No M 0014186054
Transaction Date : 15 Aug 2023
Transaction Time : 15:28:14

oK

All activation of “Panic Button” must be successful. In the event unforeseen error (i.e.
host error), system to display the above Unsuccessful screen.

System to assign Reference No for all the Panic Button request

No change on customer’s existing access and usage.

System to send notification to customer's mobile number to notify on “Panic Button”
activation status.
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Note: The final content of the screen will be shared upon receiving the final approval from
the stakeholders.

6. Additional Requirement

- Proposed Message — “‘RMO KFH: Your Panic Button activation on 01JUN23
09:31:37 was unsuccessful. Not you? Call the No. on the card.”
System to send email notification to Contact Centre for confirmation and verification
purposes.
- The final content of the email will be shared upon receiving the final approval from
the stakeholders.

If Activation is Successful after business hours.

Kuwait Finance House |72

mq_“.__}_xg_n_.l‘g_;ul e
e

if you suspect you are a vicim of a scam, you may
A PANIC BUTTON | immediately freeze your KFHOnline and all your

current and savings accounts (including joint
accounts) by activating Panic Button.

Your KFHOnline access has been deactivated, however we will proceed to deactivate your
Debit CardH between 8:00am to 8:00pm the next day.

Status £ Successful
IB Reference Na = 0014186054
Transaction Date - 15 Aug 2023
Transaction Time . 15:28:14

>

System to display the Successful screen as above.
System to assign Reference No for all the Panic Button request
To immediately deactivate customer’'s KFHOnline access.
To immediately send an email notification to Contact Centre to block customer's Debit
Card-i.
- The final content will be shared upon receiving the final approval from the
stakeholders.
System to immediately flag customer's KFHOnline access as “Panic Button Activated”
at BVMC.
The business hours is parameterized.
System to send notification to customer's mobile number to notify on “Panic button”
activation status.
- Proposed Message — “RMO KFH: Your KFHOnline access has been successfully
deactivated on 01JUN23 09:31:37. Please call us to activate. Not you? Call the
No. on the card.

6.1.During the period Panic Button is activated
To allow incoming fund to be credited to the existing customer’'s account (i.e. CASA
and Financing).
To allow existing Standing Instruction and Future Payment transactions to be executed.
- No change on the requirement and flow - To run lhe backend file as per normal
process.
- The executed transaction will be captured as per normal process and customer
able to view it via Transaction History.
There is no impact to the Joint account, as this request is only applicable to the Panic
Button requestor access and usage.
To allow customer to login to FPX, however system to display ‘Access Denied — Panic
Button Activated” screen and to return Error Code XX to PayNet if the login credential
has activated the Panic Button.
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6.2. Deactivate Panic Button

Customer is required to call Contact Centre to perform necessary verification to

deactivate Panic Button.

e Upon searching customer's detail in BVMC “User" screen, system to auto display
the output base on the search criteria.

o System to auto display “Account Status” field with “Panic Button Activated” if the
customer has activated the Panic Button.

o |f existing status is in “Panic Button Activated”, Contact Centre is allowed to
change to “Panic Button Deactivated” status upon completing the verification with
customer.

e Once the status has been changed to “Panic Button Deactivated” system to
proceed to immediately unblock customer's KFHOnRline access.

e To immediately send an email netification to Contact Centre to unblock customer’s
Debit Card-i.- The final content will be shared upon receiving the final approval from the
stakeholders.

e System to send notification to customer's mobile number to update on the Panic
Button deactivation status.

- Proposed Message — “RMO KFH: Your Panic Button has been deactivated on
01JUN23 09:31.37. Not you? Call the No. on the card.”

Faids mariad weh an sl {*) requare input. Chck Update vaian fimshed

Sqga-m 1D': schaneais User template: )

First name" : achannels Hiddle nsme:

Last name”:

CUSTOMER RI¥ 110 65258

Date of Birlh:

Mother maiden HWame:

Address hne 1: Adds ets hine 1:

Addrers line 3: City: e ¥ RRE ]
State/ Province: ‘avayah Perseiuzias ZipPostal code: 3100
County: L S Phone;

Fan: Emad:

Age range: Gender: Fyem

Income range: No Household: 3

HMarita] Status: Employment Status:

Occupation; Educalion Level:

Businets Phone: Home Phone:

Branch Code: i Branch Rame: = I BRAW
Rum Mo 5233 Rum Status: Atk

Hobue No Flag o v Account Status: [EEe——r—
Special Daity tamul. a Reudert Type:

Frkds maread rth 0 ke ) requce 1nput Cick Update when Freshed

i i e N SR

Signin 1D*: echar-als Usar template: w

First name At a5 Middle name:

Last name s CUSTOMER FIM 0 55258 Mother maiden Hame:

Date of Burth:

Address ine 1: Addsess fine 2:

Address hne 3: Cty: ilmp
State/Province: Alnvan Parsssunoan Zip/Postal code: 13e
Counlry: INDY- BuMt Phone:

Fax: Emad:

Age 1ange: Gender: e
Income range: No Hourehald: 3

Marital Status: Employment Status:

Occupation: Educabon Level:

Business Phona: Home Phone:

Branch Code: Beanch Nome: ATH FERMCH
Rum Mo: 55258 Rim Status: =

Mobula No Flag: im Advsamil Sabus

Special Daily Limt:

Resident Type:

6.3. To Re-Login to KFHOnline

To force customer to change their password if the status in BVMC is still in “Panic

Button Deactivated” mode.

- To apply existing Change Password requirement and flow.

System to change the BVMC status from “Panic Button Deactivated” to “Normal”

once the password has been changed.

6.4.Registered / Favorite listing

- Favorite listing will remain the same after deactivate the Panic Button.
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6.5.Report

- To have new report in BVMC to list out all the Panic Button requests as per below

requirement.
= Report Name: Panic Button Activation Request by Daily and Monthly

Kuwait Finance House Report

Report Name : Panic Button Activation Request Report
Report iD :

Report Cycle :

Reporting Date :

Report Generated Date :

| Request Date Rims | Usermame Customer Name |IB Transaction ID Account No Status Report IP
I

Date customer perform . Customer’s KFHOnline _ Panic Button Customer's Primory | Panic Button stotus .

[ L4 Customer's Nome Lustomer's Rerote IP
the Panic Button ARSI username Tronsoction 1D Account No {Succesgful/Unsuccessful)
Total Recards 3
Total Successful 3
Total Unsuccessful o

= Report Name: Panic Button Deactivation Request by Daily and Monthly

Kuwalt Finance House Report

Report Name : Panic Button Deactivation Request Report
Report 1D :

Report Cycle :

Reporting Date :

Report Generated Date :

Request Date RiMa Usevname Customer Name |IB Transaction ID Account No Status Report P
g::o';mlwrﬂh’hﬁr Customer’s RIMK E:::‘:ZSKFHOHTIM Customer's Name r:::i:‘:;inv Zs;o::;;mmarv :stfemo/"u::: essfu] Customer's Remote 1P
Total Records 3
Total Successful 3
Total Unsuccessful o
4. Charges IT to advice
5. Reports (new / | To have the following new reports: -
enhancement) | ¢ Panic Button activation request report by daily and monthly
and samples = Panic Button deactivation request report by daily and monthly
6. Audit Trails Yes
7. BVMC Yes
Changes /
Enhancements
8. Back-end As per in the requirement
processes /
enhancements
9. Timeline 31 March 2024
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