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Section A: Introduction 

 

1 Introduction 

This document served as the business requirement and system specification of implementing 

Enhancement of Expired Password Flow, Email Content And Eye Icon To Password Field in BSNeBiz 

and IBAM system, which is customer able to make monetary transaction to Own Account, Intrabank and 

Interbank Account via online. 

 

This document shall explain all the features and functionalities, which is elaborating with screen 

captures, process flow, descriptions, input fields specifications and error messages. All screen designs 

provided in this document are samples and only illustration purpose for easy understanding. The 

screen designs are not final. 

1.1  Objective 

The objective of this document is to capture user requirements of transactional and administration 

modules of implementing Enhancement of Expired Password Flow, Email Content And Eye Icon To 

Password Field. This document will facilitate development and implementation of the mentioned 

modules of Internet Banking System for BSNeBiz. 

 

The base line features description and screen designs will become a reference blueprint for the 

development team to develop the transactional and administration module. Hence, it is crucial that all 

stakeholders need to ensure the correctness and adequacy of the requirements captured in this 

document. 

 

All stakeholders involved are expected to review and sign off this document before the development 

start. By signing off the document, the stakeholder has endorsed the correctness and accuracy and 

adequacy of the requirements documented in this document. 
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1.2 Assumptions 

 

Enhancement Of Expired Password Flow, Email Content and Eye Icon To Password Field. 

 

This module will enhance the expired password, email content and add eye icon for BSNeBIZ Web, 

BSNeBiz Mobile Application and IBAM.  

 

1. Expired Password Flow 

There will be no more utilization of the Forgot Password step for expired password status. When a 

user attempts to log in, the system will detect their expired password status and prompt them to 

change it. 

 

2. Email Content 

To update email content at database to the given text. 

 

3. Eye Icon Password Field 

To add eye icon at BSNeBiz Web, BSNeBiz Mobile and IBAM. Users can utilize the 'eye' icon next to 
the password field. With just one click on the eye icon, users can toggle between displaying and 
hiding their password, providing them with visual confirmation and control over the characters 
they input. 
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1.3 Impact Modules 

To update impact module section 

System Modules Features Description 
BSNeBiz Password Flow Module • To change the user's BSNeBiz password 

updating flow after it has expired. 
 

Email Content Table • To update the current email content for a 
temporary password 
 

Eye Icon Field • To update current Login screen by adding 
“Eye” icon with one time click to allow user to 
view entered password and OTP. 
- BSNeBiz Login Screen  
- BSNeBiz > Update Security Module 
 

BSNeBiz 
Mobile 

Eye Icon Table • To update current Login screen by adding 
“Eye” icon with one time click to allow user to 
view entered password. 
- BSNeBiz Mobile Login Screen 

 
IBAM Eye Icon Field • To update current Login screen by adding 

“Eye” icon with one time click to allow user to 
view entered password.  
- IBAM Login Screen 

 
 

Table 1: Enhancement of Expired Password Flow Email Content and Eye Icon at Password Field Impact Module 
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2 Secure Verification for Monetary Transaction at BSNeBiz  
 

PIN is required as the second level security authentication for BSNeBiz Role’s Single User and Approver 

when perform any monetary transactions via online. PIN is a six random digits temporary security code, 

which is generated and verified by the authentication server. 

 

There are two types of Secure Verification assign to the user by Corporate Admin: 

A. Hardware Token (Vasco) 

B.  Mobile Token 

 

2.1 Hardware Token (Vasco) 

Hardware token from VASCO is physical device that will be used by Single User and Approver to 

authorize a monetary transaction using the “Transaction Singing” function; also known as Challenge 

Response (CR). 

 

2.1.1 Process Flow 

 

Diagram 1: Hardware Token Flow Diagram 
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2.1.2 Screen Flow 

 

Step 1: 

1. When user in Transaction Confirmation page, BSNeBiz system will required Challenge Response 

code to proceed the transaction 

2. User needs to use Hardware Token to generate the Challenge Response code. 

 

 

Figure 1:  Hardware Token 

 

Step 2: 

1. Users press OK button for 2 seconds to turn on the Token. 

2. User key in the 6 digits login PIN (User Password) and press OK. 

3. BSN logo will be displayed on the token screen. 

 

 

Figure 2:  Turn on Token Flow 

 

 

Step 3: 
 

1. User press button 2 to change to Challenge Response program. 
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2. User key in the last 8 digits of recipient account number for Challenge Response. 

3. Press OK and Challenge Response code will be displayed. 

 

Figure 3:  Get Challenge Response Code Flow 

 

Step 4: 

1. User use generated Challenge Response from the Token and input to the Challenge Response field 

in BSNeBiz – Transaction Confirmation pages. 

 

 

Figure 4:  Confirmation page for Hardware Token verification 

 

 

 

2.2 Mobile Token 

Mobile Token is a mobile application that has the same functionalities as the VASCO Hardware Token 

using mobile phone features and serves the same usage purpose. 
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2.2.1 Process Flow 

 

Diagram 2: Mobile Token Flow Diagram 

 

2.2.2 Screen Flow 

 

Step 1:  

1. When user in Transaction Confirmation page with QR code. 

2. User needs to use Mobile Apps to scan the QR code to generate the Challenge Response code. 

 
Figure 5:  Mobile Apps screen 

 

 

 

Step 2: 

1. User Login to the Mobile apps and Click on Challenge Respond icon. 
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Figure 6:  Mobile Apps QR Scan screen 

 

Step 3: 

1. BSN Application generate and display the Challenge Response code to be used. 

 
Figure 7: Challenge Response Code display Screen 

 

 

Step 4: 

1. User use generated Challenge Response from the Mobile Token App and input to the Challenge 

Response field in BSNeBiz – Transaction Confirmation pages. 
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Figure 8: Confirmation page for Mobile Token verification 
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Section B: BSNeBiz  

3 SOW01.0: Enhancement at BSNeBiz 

3.1  SOW01.1 New Enhancement for expired password flow 

3.1.1 Process Flow 

 BSNeBiz – Update Flow for Expired Password

Access to 
BSNeBiz 
System

Inserts 
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password and 
click login button

Start

Display login 
screen

Insert new 
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BSNeBiz system will check 
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password has expired 

system , the system will 

display a security question 

screen for identity 

verificat ion:

Display renew 
password 

screen

Display 
BSNeBiz 

dashboard 
screen

End

Answer security 
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Diagram 3: Update flow for Expired password 

 

 

3.1.2 Screen Flow 

 

Step 1: (login ) 

1. BSNeBiz user fills in their username and clicks next. 

 

 
Figure 9: Login Screen 
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Input Specification: 

No Field Field Type Rule Description Required 

1.  Username Textbox Alphanumeric Allow user to insert 

username 

Yes 

Table 2: Details Screen Input Specification 

Action: 

No Action Type Description 

1. Next Button This action will go next Page 

2. Login Button This action will go to Detail Screen Page 

Table 3: BSNeBiz – Details Screen Fill Details Actions 

 

Step 2:  (insert password) 

1. BSNeBiz user fills in their password. 

2. Once the password is entered, click the "Login" button to proceed. 

 

 
Figure 10: Login screen (insert password) 

Input Specification: 

No Field Field Type Rule Description Required 

1. Password Textbox Alphanumeric Allow user to insert 

password 

Yes 

Table 4: BSNeBiz – Login Screen Input Specification  
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Action: 

No Action Type Description 

1. Next Button This action will go next Page 

2. Login Button This action will go to Detail Screen Page 

Table 5: BSNeBiz – Login Screen Actions 

 

Step 3:  (security question) 

1. BSNeBiz system will check and verify the BSNeBiz user's password status. If the user’s password has 

expired, the system will force user to update new password by display a security question screen 

for identity verification.  

 

 
Figure 11: Security Question screen 

Display Specification: 

No Field Field Type Description 

1. Security 

Question 

Text field Specify security question 

Table 6: Security Question Screen Display Specification  

Input Specification: 

No Field Field Type Rule Description Required 

1.  Answer Textbox Alphanumeric Allow user to insert the 

answer 

Yes 

2. Confirm 

Answer 

Textbox Alphanumeric Allow user to insert 

answer 

Yes 

Table 7: Security Question Screen Input Specification 
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Action: 

No Action Type Description 

1. Next Button This action will go next Page 

2. Back Button This action will go to previous Page 

Table 8: Security Question Screen  Actions 

Step 4:  (check and verify) 

1. BSNeBiz system will check and verify the inserted answer. If the answer is correct, the system will 

display the renew password screen. 

2. BSNeBiz user insert new password and confirm new password. 

3. BSNeBiz user click confirm and login. 

 

 
Figure 12: Customer insert New Password 

 

Input Specification: 

No Field Field Type Rule Description Required 

1.  New 

Password 

Textbox Alphanumeric 

**At least 8 character 

Allow user to insert 

New Password 

Yes 

2. Confirm 

New 

Password 

Textbox Alphanumeric 

**must be the same with 

the new password 

Allow user to insert 

Confirm New Password 

Yes 

Table 9: Details Screen Input Specification 

Action: 

No Action Type Description 

1. Next Button This action will go next Page 

2. Back Button This action will go to Previous Page 

Table 10: Details Screen Fill Details Actions 

  



    

BRFD: CR23005 – Enhancement of Expired Password, Email Content and Eye Icon for password field 

LAST UPDATED: 23 January 2023  Page 18 of 35 
 

- Private & Confidential - 

 

List of error message 

No Event Error Description 

1. Enter less than 8 characters/digit Must be at least 8 characters / digit 

2. • Insert only uppercase character 

• Insert only lowercase character 

• Insert only alphabet 

• Insert invalid special character 
 

Password must contain a combination of upper and 

lower case alphabet characters, at least 1 number, 

and allow special characters (@#$%^&+=) 

Table 11: Table Renew Password Screen available error message 

Step 5: (Login to BSNeBiz)  

1. The system will redirect the user to the BSNeBiz landing page if the inserted password meets all the 

requirements. 

 

 
Figure 13: BSNeBiz landing page 
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3.2 SOW01.2 Enhancement of Temporary password email content. 

To update the email content for forgot password. 

3.2.1 Process Flow 

BSNeBIz – Receive Temporary Email

Click forgot 
Password

Insert more than 
3 time Incorrect 

Security 
Questions

Start

Lock User

User 
Maintenance

Click on lock 
user and unlock 

user

End

Display 
Security 
Question

Send temporary 
email password 

to user

 
Diagram 7: Temporary Password flow 

 

 

3.2.2 Screen Flow 

 

1. Old Email for temporary password 

 
Figure 16: Sample previous mail for temporary password 
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2. New Email for temporary password 

 

a) System will generate Temporary password and send to user via email 

b)  Upon request, you will receive a temporary password via email. 

 

 
Figure 14: New temporary password email 
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3 SOW02.0: New Enhancement – Add Eye Icon to Password Field 

(BSNeBiz, IBAM and Mobile) 

This feature allows Users to utilize the eye icon to reveal their entered password. 

 

3.3 SOW02.1 Enhancement at IBAM 

To add Eye Icon function at password field 

3.3.1 Process Flow 

IBAM – Add Eye Icon at password field.

Access to 
IBAM 

Inserts 
Username and 

Password
Start

Display IBAM 
login screen

Click Login

Display IBAM 
login screen

Display inserted 
password

Display IBAM 
landing page

End

Click on eye 
icon to view the 

password

 
Diagram 4: IBAM Login Flow 

 

 

3.3.2 Screen Flow 

 

Step 1: (login) 

1. IBAM user fills in their username and password. 

 
Figure 15: IBAM Login Page Screen 

 

Commented [NA1]: Standardize the font, and update :  

SOW2.1 : Enhancement at IBAM 
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Input Specification: 

No Field Field Type Rule Description Required 

1.  Username Textbox Alphanumeric Allow user to insert 

username 

Yes 

2. Password Textbox Alphanumeric Allow user to insert 

password 

Yes 

Table 12:  IBAM Screen Input Specification 

Action: 

No Action Type Description 

1. Next Button This action will go next Page 

2. Login Button This action will go to Detail Screen Page 

3.  Eye Icon Button This action will view the password 

Table 13:  IBAM Login Screen Actions 

 

Step 2:  ( View Eye Icon) 

1. Click on the eye icon (located on the right side of the password field). 

2. Upon clicking, system will display inserted password. 

3. The password will be momentarily displayed. 

 

 
Figure 16: IBAM Login screen 
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Input Specification: 

No Field Field Type Rule Description Required 

1.  Username Textbox Alphanumeric Allow user to insert 

username 

Yes 

2. Password Textbox Alphanumeric Allow user to insert 

password 

Yes 

Table 14: IBAM Login Screen Input Specification 

Action: 

No Action Type Description 

1. Next Button This action will go next Page 

2. Login Button This action will go to Detail Screen Page 

3.  Eye Icon Button This action will view the password 

Table 15: IBAM Login Screen Actions 
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3.4 SOW02.2 Enhancement at BSNeBiz Web 

To add Eye Icon function at password field 

3.4.1 Process Flow 

BSNeBiz – Add Eye Icon at password field.

Access to 
BSNeBiz

Inserts 
Username and 

Password
Start

Display 
BSNeBiz 

login screen

Click Login

Display 
BSNeBiz login 

screen

Display inserted 
password

Display 
BSNeBiz 

landing page
End

Click on eye 
icon to view the 

password

 
Diagram 5: BSNeBiz Web Eye Icon 

 

3.4.2 Screen Flow 

 

Step 1:  

1. Insert username. 

 

 
Figure 17: BSNeBiz Login Screen 
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Input Specification: 

No Field Field Type Rule Description Required 

1. Username Textbox Alphanumeric Allow user to insert 

username 

Yes 

1. Password Textbox Alphanumeric Allow user to insert 

password 

Yes 

Table 20: Details Screen Input Specification 

Action: 

No Action Type Description 

1. Cancel Button This action will go to Previous page 

2. Login Button This action will go to Detail Screen Page 

3.  Eye Icon Button This action will view the password 

Table 21: Details Screen Fill Details Actions 

 

Step 2:  ( Insert password) 

1. BSNeBiz system display password screen. 

2. BSNeBiz User insert password and OTP. 

3. Click on the eye icon (located on the right side of the password field). 

4. The eye icon enables the action of unveiling the password with a single click, allowing for a one-time 

viewing. To view the password again, users need to click the eye icon once more. 

  



    

BRFD: CR23005 – Enhancement of Expired Password, Email Content and Eye Icon for password field 

LAST UPDATED: 23 January 2023  Page 26 of 35 
 

- Private & Confidential - 

 

 
Figure 18: BSNeBiz Login Screen( Initiator) 
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Figure 19: BSNeBiz Login Screen( Approver) 

 

Input Specification: 

No Field Field Type Rule Description Required 

1. Password Textbox Alphanumeric Allow user to insert 

password 

Yes 

2. OTP Textbox Numeric Allow user to insert OTP Yes 

Table 16: Details Screen Input Specification 
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Action: 

No Action Type Description 

1. Cancel Button This action will go to Previous page 

2. Login Button This action will go to Detail Screen Page 

3.  Eye Icon Button This action will view the password 

Table 17: Details Screen Fill Details Actions 

 

Step 3:  Access to BSNeBiz Dashbord > Change Security 
1.  BSNeBiz system display landing page. 
2. BSNeBiz user click on dashboard. 
3. Click on change security question and click edit button. 
4. Click on the eye icon (located on the right side of the field) to view the inserted answer. 
5. The eye icon will be visible for a single instance only.  

 

 
Figure 20: BSNeBiz Security Question 
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Figure 21: BSNeBiz Eye Icon Security Question 

 

 

Figure 22: BSNeBiz Confirmation Security Question  
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Figure 23: BSNeBiz Security Question Result 
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3.5 SOW2.3 Enhancement at Mobile Application 

To add Eye Icon function at password field 

3.5.1 Process Flow 

Mobile Application – Add Eye Icon at password field.

Access to 
Mobile 

Application

Inserts 
Username and 

Password
Start

Display 
Mobile login 

screen

Click Login

Display Mobile 
login screen

Display inserted 
password

Display Mobile 
homescreen

End

Click on eye 
icon to view the 

password

 
Diagram 6: Mobile Application Eye Icon flow 

3.5.2 Screen Flow 

 

First Time Login 

Step 1:  

1. Users insert username and password.  

 
Figure 24: BSNeBiz Mobile Application Login Screen 
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Input Specification: 

No Field Field Type Rule Description Required 

1.  Username Textbox Alphanumeric Allow user to insert 

username. 

Yes 

1. Password Textbox Alphanumeric Allow user to insert 

password 

Yes 

Table 18: Details Screen Input Specification 

Action: 

No Action Type Description 

1. Submit Button This action will go to Homescreen 

Table 19: Details Screen Fill Details Actions 

 

Step 2:  

1. User click on the eye icon (located on the right side of the password field). 

2. The eye icon enables the action of unveiling the password with a single click, allowing for a one-time 

viewing. To view the password again, users need to click the eye icon once more. 

 

 

 
Figure 24: BSNeBiz Mobile Application Login Screen 
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Input Specification: 

No Field Field Type Rule Description Required 

1.  Username Textbox Alphanumeric Allow user to insert 

username. 

Yes 

1. Password Textbox Alphanumeric Allow user to insert 

password 

Yes 

Table 20: Details Screen Input Specification 

Action: 

No Action Type Description 

1. Submit Button This action will go to Homescreen 

Table 21: Details Screen Input Specification 
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Login 

Step 1:  

1. User insert username and password 

 

 
Figure 25: BSNeBiz Mobile Application Login Screen 

 

Input Specification: 

No Field Field Type Rule Description Required 

1.  Username Textbox Alphanumeric Allow user to insert 

username. 

Yes 

1. Password Textbox Alphanumeric Allow user to insert 

password 

Yes 

Table 22: Details Screen Input Specification 

Action: 

No Action Type Description 

1. Submit Button This action will go to Homescreen 

Table 23: Details Screen Fill Details Actions 
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Step 2:  

1. User click on the eye icon (located on the right side of the password field). 

2. The eye icon enables the action of unveiling the password with a single click, allowing for a one-time 

viewing. To view the password again, users need to click the eye icon once more. 

 

 
Table 24: BSNeBiz Mobile Application Login Screen 

 

Input Specification: 

No Field Field Type Rule Description Required 

1.  Username Textbox Alphanumeric Allow user to insert 

username. 

Yes 

1. Password Textbox Alphanumeric Allow user to insert 

password 

Yes 

Table 32: Details Screen Input Specification 

Action: 

No Action Type Description 

1. Submit Button This action will go to Homescreen 

Table 33: Details Screen Fill Details Actions 

 


