IE000083SP – Client Charter, Privacy Policy & Security Policy
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Safe and Secure Operations
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We acknowiedge th confdentay o o customer iformation s s  fundamentalslementof publ tristand confdence i ur onlin financialsevios.As such onlythe auhored parson o
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Transparency of Products and Services
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Reliability and Quality Services
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The Aqrobank vales the Customer trust 1 he Arobank and rspectsth nee to mainanth secuity and confdentalty of th nfommationprovided by the Customes This Privacy poly s designed o
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Use Of Information
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‘Security Measures To Protect Customer Information
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‘Sharing of Information and Disclosure

The Agrobank shll ot disclos the Customerinformaton o any i pary o extrnal organzations whic s the Agrokank obligation nd poly 25 stated e Devalopment and Financil Instiutons.
2012002 OAFIA)
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I o, heAqrobnk sy isciose th Customsrinformationin e folowing Srcumstances:

Vihenit s requied by aw underegisston o eguaton, govemment agency. rquied by our sakeholder rcout orde o ihenvseegaly pamite.
Vihen tinvoves pubicnerest 1 protectha eres of e publc.

Wiheretis auhorced by te Customer.

. Wnare it equres 1o b o 1 CentrlCrcit Uit estabshed by Bank Negara sy siapursuan o i equest.

Accuracy of Information
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The Customer may adiress any quers, conoams orcomplaints eatin 0 e thinformatono data by wring. calingand emaling e Agrbank a:
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the policy of Agrobank that while IT resources and information should be provided to enable employees of the Bank and relevant exteral partes to satisfactorily complete their duties, these resol
ld be subjectto adequate control -

o ensure the protection of programs, information and facliies of the computerized information processing systems ffom unatthorized access and use.

Minimize the risks of unauthorized disclosure of information.

‘The protection of information stored on the information processing facilies from loss or destruction

‘The reliability of the computerized information processing and the continued availabilty of the computerized information processing facilties.

‘control implemented will be suitable of the assetvalue and its fisk exposures. This policy will form the basis from which IT security standards and procedure are developed.
ecurity objecives are defined as follows -

Integrity of information

Information produce by IT resources of Agrobank source must be free ffrom unauthorized modification and corrupted information. The atiributes of integrit of information shall be as follows.
3.1.1 Transactions are authentic and unique (valid).
312 Transactions are recorded as intended (accurate).
3.3 Transactions are not missing (completeness).
314 Transactions are up to date (pertinence).
3.5 Transactions are not recorded in a misleading manner (presentation).

Confidentaliy of information

The access to the information of Agrobank and it clients is to be allowed on a need to know basis. Here are some examples on how Agrobank protects its clients online:
321 Agrobank use Anti-irus protection to help detect and preventviruses.
322 Agrobanks firewalls help block unauthorized access by individuals or networks.
323 Agrobank online website's Secure Socket Layer (SSL) encryplion creates a secure connection with its clients browser when login, o il out an application, or register in online ser
324 Agrobank does not and will not share the clients usemames and passwords with anyone-and strongly recommend that the client don't share theirs either
325 AgroBank online website automaticallylog client out of their secure session after a period of inactvty o help protect against others seeing o tying to use the online accounts.

‘Source and information continuity during interference.

Each source and information of necessity for AQrobanks business process is at levels that could be accepted by Management and availabilty in during interruption duration that could be accept
Management.

‘Compliance with statutory and regulatory requirements

“The information processing system of the Bank must atall imes be in compliance with all statutory and regulatory requirements.
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