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1 Introduction 
 
Internet Banking or e-banking is defined as the automated delivery of new and traditional banking 
products and services directly to customers through electronic, interactive communication channels. 
Some of the reasons behind for banks to take advantages of Internet Banking services are as follows: 
(1) cost savings, (2) increase customer, (3) enable mass customization for e-business services, (4) 
extend marketing and communication channel, (5) search for new innovation services, (6) explore and 
development of non-core business. 
 
E-banking includes the systems that enable financial institution customers, individuals or businesses, 
to access accounts, transact business, or obtain information on financial products and services 
through a public or private network, including the Internet. Customers access e-banking services using 
an intelligent electronic device, such as a personal computer (PC), personal digital assistant (PDA), 
automated teller machine (ATM), kiosk, or Touch Tone telephone. While the risks and controls are 
similar for the various e-banking access channels, we shall only focuses specifically on Internet-based 
services due to the Internet’s widely accessible public network.  
 
The main purpose behind the launching of online banking services is to provide the customers with an 
alternative, more responsive and with less expensive business channel option for the bank to interact 
or acquire new customers. With options just a click away, customers have more control than ever. The 
customers expect real-time answers and superior usability. The customer also want personal attention 
and highly customized products and services. The focus of e-business must always be on the 
customer. On the other hand, the technology and the business structure follow on form the value the 
bank intend to provide to the customer.  
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1.1 Consumer Banking 
 
The Retail Internet Banking solution targets the individual or joint group of customers. The solution 
provides a browser-based interface for the Agrobank Online customer to do some of the basic services 
such as but not limited to account enquiries, transfers and service applications. Customer can make 
any payment and transaction from their home or office as long as there is an internet connection. 

 
How we distinguish our self from other transaction banking solutions? Account centric methodology is 
used to implement our system instead of transaction centric, which is normally used by other financial 
services. In general, right after login, most users shall review their account first before make any 
payment and transaction. Therefore, it is make more sense to allow user to make a payment or 
transaction in their account detail page. This shall minimize the number of mouse click to complete a 
task and also improve customer experiences. 

  
Our solution can be interfaced with any core banking solution through an industry standard middleware. 
It provides banking customers real time access to their relationships with the bank such as account 
inquiries, fund transfers, credit cards, mutual funds payments and remittances. It enables them to 
make payments to individuals or institutions, and other general payments on-line.  
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1.2 Objective 
 
 
The objective of this Business Requirement is to develop and implement Agrobank Online Retail 
Internet Banking System (Phase 1). The implementation of Agrobank Online Internet Banking System 
will be implemented in phases namely Phase 1 and Phase 2. This document shall cover all the 
deliverable mentioned in the next section 1.3.1 on Function Deliverable. 
 
We have also included screen wireframe and flows of the functions. These screen design are 
produced for the reader ease of understand and to serve as the base template for the entire Internet 
Banking solution and should not be taken as the final design for the solution.  
 
This requirement document is created with the intention to capture the business user requirements of 
the Internet Banking System. While every effort has been placed to be as comprehensive as possible, 
the following areas have not been included and as such will be discussed and can only be confirmed at 
a later stage.  
 
This document is not finalized until reviewed and signoff by Agrobank Business and/or IT users. 
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1.3  Retail Internet Banking Functions Deliverable 
The following sections listed all the IBS functions to be developed and implemented in the Phase 1. 
 

1.3.1 Phase 1 
 
Registration Module 
  Register with ATM Card 
   
Login Module 
 
Account Enquiry 

Account Summary 
Account Details 
Transaction History 

Last 30 days  
Print/Download/View 

 
Funds Transfer 

Own Accounts 
Third Party Accounts 
Interbank Transfer (MEPS GIRO) 

 
Bill Payments 

Open 
Registered 
 

Standing Instruction 
   Add / Update / Delete  
 

 
Services Request 

Request for TAC 
Block ATM card 
 
Request for Statement 

 
Profile Maintenance 

Update Profile 
Change Password 

 
Prepaid Top UP 

Mobile Prepaid 
IDD/STD Prepaid 

 
Beneficiary Maintenance 

Add / Update / Delete Beneficiary 
 
 
Administration Module 

 
 

1.3.1.1 Phase 2 
 
Future Funds Transfer Management 

Future fund transfer enquiry 
Cancel future fund transfer 

 
Standing Instruction 

Add a recurrent transaction 
Update a recurrent transaction 
Delete a recurrent transaction 

 
Funds Transfer 

Foreign Telegraphic Transfer (FTT) 
Interbank Transfer (MEPS IBFT) 

 
Fix Deposit (FD) 

Enquiry 
Placement 
Upliftment 

 

 
Investment 

EPF additional contribution 
 
Online Application Forms 

Bankers Cheque 
Demand Draft 
Insurance Quotation Requests 

 
Debit Payment  
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1.4 System Overview 
 
This overview diagram shows the Internet Banking System is not a standalone application. It’s tightly 
coupled with other components and systems to make it works. The diagram shows IBS shall use the 
Authentication Services for identity authentication, send an SMS through SMS gateway, retrieve and 
store information to the database, send request to Host and other 3

rd
 Parties servers through 

middleware, and also able to send email to a specified back office official and request service to the 
appointed billing aggregator through Host.  
  

 

Back Office

SMS Gatway

IBS Scope of work

Internet Banking Software 

Components

IBS External Dependencies

Middleware

Host

RENTAS

IBG

IBFT

HSMBills Aggregator

Internet Banking System 

(IBS)

IBS 

Database

SMS

Athentication

IBS 

Manager
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2 Retail Internet Banking  
2.1 Registration 
 
The registration process is the first interaction occurs between the customers and Agrobank Online. 
The purpose of the registration process is to enable the customers to open an account with Agrobank 
Online. This registration process is designed to provide the convenience for the customers where the 
entire process is conducted electronically and without going to the bank branches or ATMs to 
authenticate their identity.  
 
The proposed registrations process is based on the following scenarios:- 

- User must have ATM card with the bank 

- User must have a mobile phone number 
 
Users are required to register as a Agrobank Online Retail Internet Banking user before they can 
proceed to enjoy the features available in the Agrobank Online Retail Internet Banking system i.e. 
accounts inquiry, service request like statement request, online payment, online fund transfer, and 
many other features that makes online banking a convenient features for Agrobank Online banking 
users. 
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2.1.1 Register with ATM Card 
 
This feature allows users to register as a Agrobank Online Retail Internet Banking user. The customer 
will register by using either an ATM card issued by Agrobank with an ATM Pin number or Credit card 
number with an I-Pin 
 
Required information for identity verification:- 
For customer with an ATM Card with ATM Pin 

- Account number 

- ATM card number 

- ATM Pin number 
 

Required information to be provided by the user:- 

- Username 

- Password 

- Select any 3 questions and provide answer to each question 

- Mobile number 
User shall remember all the information provided above.  
 
Below is the registration process flow:-  
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Select on Internet 

Banking 

Registration

Term & 

Conditions

Accept?

End

Registration 

with ATM 

details

Yes

No

Valid details?

No

HOST

Get

Authentication Server

Input 

Username
Yes

Validate 

Username

No

Yes

Register 

Mobile Number

validate

Input 

Password & 

Confirm 

Password

Yes

Validate 

Password

Yes

No

Input Security 

Questions

Yes

Validate 

Answers

Yes

No

Validate Mobile 

Number
No

Select Image & 

Input Slogan

Create User 

profile

Created?
Display failure 

message

Display 

Welcome 

message

No

End

Send SMS to User

Yes

 
 
 
For ATM Pin number encryption, if required, the assumption that Agrobank will be using Financial 
Industrial standard ANSI X9.8 PIN BLOCK format. The PIN Block will be encrypted by Agrobank's 
single-length DES Terminal Pin Key. The PIN BLOCK will comply with Agrobank’s policy 
 
Encryption format:- 

PIN BLOCK Format: ANSI X9.8 
Encryption: DES 
Key: Single Length TPK 
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Sample Screen Design: 
Step 1: Term & Condition 

 
 
Step 2: Bank Account Number, ATM Card Number and ATM PIN Input 
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Step 3: Username registration 
 

 
 
Step 4: Password registration 
 

 
 
 
Step 5: Security Questions & Answers registration 
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Step 6:  Mobile Number registration 

 
 
 
Step 7: Identity image and slogan registration 
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Step 8: Welcome page 

 
 

 
Note: An SMS message will be sent over to user’s mobile phone to acknowledge the confirmation of 
the registration. 

 
Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.1 IBAUTHRIM Get CIF from host 
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2.2 Login 
 
After users registered successfully, they can use the Login feature to login to Agrobank Online Retail 
Banking system using their username, password and security answers. 
 
Required field to login:- 

- Username 

- Password (Note: Password will only support alphanumeric and case sensitive) 

- One of the answer for the randomly picked security questions registered during the registration 
process 

 
The user account will be locked should the user failed to login after more than 3 attempts. 
 
 

Flow Diagram: 
Below diagram shows the login flow:- 
 

Authenticate

Login Information

Click on the Login 

link

Valid?

Authentication

Server

Welcome Page

Yes

Display 

account block 

information

3 Failed 

Attempts

Lock user account

Valid?

Enter 

Username

Answer 1 of  

the Security 

Questions

No

Authenticate

Security Question

No

Yes

Lock account

3 Failed 

Attempts

Authentication

Server

Display identity 

image, slogan 

& Password 

Input

Get identity image 

& slogan

End

 
 
 

Sample Screen Design: 
 
Step 1: 
Click on the Retail Internet Banking Login button to go to the login page. 
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Step 2: 
User need to provide the username before proceed to next page. 

 
 
Step 3: 
Display user identity image & slogan. User need to provide the password to proceed to next page. 
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Step 4: User need to provide the correct answer to proceed to next page 

 
 
 
Step 5: 
Welcome page 
This is the welcome page right after user successfully login. 
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2.3 Reset Required Login Information 
 
This section shall explain how to reset all required login information listed below 
 
Fields can be reset:- 

- Password  

- Security questions/answers 

- Password and Security questions/answers 

- Mobile number 
 
Fields can be retrieved:- 

- Username 
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2.3.1  Reset Password  
 
If users forget their password only, the user will be required to reset password only.  
 
Required identity validation information for this process:- 
 
Registered user using ATM Card: 

- Username 

- ATM card number 

- Account number 

- ATM Pin 
 
Required information to be provided by the user:- 

- Password and Confirm New Password 
 
 

Flow Diagram: 
Below is the process flow to reset password:-  
 

Select on Forget 

Password

Account and 

ATM details
Valid details?

No

HOST

Get

Authentication Server

Enter new 

password and 

confirm 

password

Yes

Enter 

username

Update new 

password
Yesstore Valid?

No

Valid? Yes

No

Display 

account block 

information

Lock user account

3 attempt failed

End

End

 

Sample Screen Design: 
Step 1: 

User name: 
 

 
Continue
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Step 2: 

Account number: 
 

ATM card number: 
 

ATM Pin number: 
 

 
Continue

 

 

 
Step 3: 
 

New password: 
 

Confirm new 
password:  

 
Continue

 

 

 
 
Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.1 IBAUTHRIM Get CIF from host 
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2.3.2 Reset Security Questions/Answers  
 
If users forget their security answers, the user will be required to reset security answers.  
 
Required identity validation information for this process:- 
 
Registered user using ATM Card: 

- Username 

- ATM card number 

- Account number 

- ATM Pin 

- Password 
 
Required information to be provided by the user:- 

- New security questions and answers 
 
 

Flow Diagram: 
Below is the process flow to reset security answers:-  
 

Select on Forget 

Security Answer

Account and 

ATM details
Valid details?

No

HOST
Get

Authentication Server

Enter 

password
Yes

Enter 

username

Select 3 

questions and 

enter answers

Update questions 

and answers
Yes Valid?

Display 

account block 

information

Lock user account

3 attempt failed

No

Valid?update

No

Display 

account block 

information

Lock user account

3 attempt failed

Valid? Yes

No

End

End

 

Sample Screen Design: 
Step 1: 

User name: 
 

 
Continue

 

 
Step 2: 
If account register with ATM: 

Account number: 
 

ATM card number: 
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ATM Pin number: 
 

 
Continue

 

 
Step 3: 

Password: 
 

 
Continue

 

 
Step 4: 

Security Questions: Answers: Confirm Answers 

Please select security question 1    

Please select security question 2    

Please select security question 3    
 

Confirm
 

 

 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.1 IBAUTHRIM Get CIF from host 
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2.3.3 Reset Password and Security Questions/Answers  
 
If users forget their password and security questions/answers, the user will be required to reset both 
password and security questions/answers.  
 
Required identity validation information for this process:- 
 
Registered user using ATM Card: 

- Username 

- ATM card number 

- Account number 

- ATM Pin 
 
Required information to be provided by the user:- 

- Password and Confirm New Password 

- New security questions and answers 
 
 

Flow Diagram: 
Below is the process flow to reset password and security questions/answers:-  
 

Select on Forget 

Password and  

Security Answer

Account and 

ATM details
Valid? Valid details?

No

HOST

Get

Authentication Server

Enter new 

password and 

confirm 

password

Yes
Enter 

username

Select 3 

questions and 

enter answers

Update login 

details
Update

Display 

account block 

information

Lock user account

3 attempt failed

No

Yes

Valid?

Yes

No

Valid?Yes

No

End

End

 
 
 

Sample Screen Design: 
Step 1: 

User name: 
 

 
Continue

 

 
Step 2: 
If account register with ATM: 
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Account number: 
 

ATM card number: 
 

ATM Pin number: 
 

 
Continue

 

 
Step 3: 

New password: 
 

Confirm new 
password:  

 
Continue

 

 
Step 4: 

Security Questions: Answers: Confirm Answers 

Please select security question 1    

Please select security question 2    

Please select security question 3    
 

Confirm
 

 

 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.1 IBAUTHRIM Get CIF from host 
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2.3.4  Retrieve Username 
 
If users forget their username, this feature allows them to retrieve their username. 
 
Required identity validation information for this process:- 
 
Registered using ATM card: 

- Account number 

- ATM card number 

- ATM Pin 
 
Registered using Credit Card:- 

- Credit card number 

- Temporary SMS PIN 
 

Flow Diagram: 
Below is the process flow to retrieve username:- 
 

Select on Forget 

Username

Enter Account 

and ATM 

details

Valid details?

No

HOST

Get

Yes
Retrieve 

Username

Authentication Server

Get

Display 

Username
End

 

 
 

Sample Screen Design 
 
Step 1:  

 
Account number: 

 

 
ATM card number: 

 

ATM Pin number: 
 

 
Continue
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Step 2: 

Your user name is : agrobank123 

Go to Login page
 

 
Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.1 IBAUTHRIM Get CIF from host 
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2.3.5  Reset Mobile Number 
 
If the user forgets their registered mobile number, the user needs to call Customer Service to enable 
the mobile number update feature. After the feature is enabled, user can login to update the mobile 
number thereafter the update feature will be disabled by the system. 
 
Required identity validation information for this process:- 

- Username 

- Password 

- Security answer 
 
Required information to be provided by the user:- 

- Old mobile number 

- New mobile number 
 
After change mobile number successfully, a SMS alert will be sent to user’s new mobile number. 
 
Note: Expiry period for option to allow user to change mobile number to be parameterized. The details 
will be discussed and confirmed in the later stage. 
 
 

Flow Diagram: 
Below is the process flow to reset mobile number:- 
 
User call Customer Service to enable the mobile number update feature:- 
 

Call Customer 

Service

Customer Service 

verify user 

information

Customer Service 

activate the mobile 

update feature for 

the user

Database

set

End

 
 
Then the user can login to update the mobile number. The feature shall be disabled after used. 
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Authenticate

Login Information

Click on the Login 

link

Valid?

Authentication

Server

Welcome Page

Yes

Display 

account block 

information

3 Failed 

Attempts

Lock user account

Valid?

Enter 

Username

Answer 1 of  

the Security 

Questions

No

Authenticate

Security Question

No Yes

Lock account

3 Failed 

Attempts

Authentication

Server

Display identity 

image, slogan 

& Password 

Input

Get identity image 

& slogan

End

Enter old and  

new Mobile 

Number

Update Mobile 

Number

 
 

Sample Screen Design: 
 
Step 1: 

User name: 
 

Password: 
 

 
Continue

 

 
 

 
Step 2: 

Image 
Slogan 

 
 
 

Password: 
 

 
Continue

 

 
 
Step 3: 

Security Question: What is your high school name? 
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Answer: 
 

 
Continue

 
 
Step 4: 

Old mobile number: 
 

New mobile number: 
 

Confirm new mobile number: 
 

 
Confirm
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2.3.6  Unlock Account 
 
If the user account is being locked, user shall call Customer Service to unlock the account first and the 
user is required to change the password before he/she can login to the account. 
 
User to proceed with the necessary functions(reset password, security questions/answers and both) 
after Customer Service unlock the account. 
 
 

Flow Diagram: 
Below is the process flow to reset mobile number:- 
 
User shall call Customer Service to unlock the account first. 

Call Customer 

Service

Customer Service 

verify user 

information

Customer Service 

activate user 

account

Databaseset

End

 
 
 
After user account is unlocked, user shall click on the Forget Password/Security Answer link to reset 
password and security questions/answers.  

 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.1 IBAUTHRIM Get CIF from host 
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2.4 Transaction Authorization Code (TAC) 
 
TAC is a six random digits temporary security code generated by the authentication server and send to 
user via SMS using SMS gateway. TAC is required as the second level security authentication before 
commit any bank transactions and user profile updates. This code shall be valid for 1 hour and will 
expire thereafter. After an hour, user is required to make another request for a new TAC. The bank 
administrator can change the expiry time of the TAC. TAC can be enabled and disabled for each 
service by configuration.  
 
 
 

Flow Diagram: 
Below is the process flow to request for a new TAC:- 

 
 

Click on Request 

TAC link
Get TAC Send SMS

Authentication Server

get

SMS Gateway

End

 

Sample Screen Design 
 
Step1: 

Request TAC number now!
 

 
Step 2: 

 
Your TAC number will be sent via SMS to your 

registered mobile phone number 019-123XXXX 
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2.5 Account Enquiry 
 
Account Enquiry module feature allow user to view account information. The features include view 
account summary, account details, transaction history and view statement. 
 

2.5.1  Account Summary 
 
Account Summary feature shall provide a list of summary of account which can be retrieved from the 
Agrobank backend host, like Saving account, Current account, Credit Card account and Financing 
account. 
 

Flow Diagram: 

List of 

Account 

Summary

Generate Pagination 

based on page 

requested

Retrieve customer 

account summary

Format Account 

Info

Click on Account 

Summary

HOST

get

End

 

Sample Screen Design: 
Account Summary Page 
The page shall display a list of available accounts’ summary. User can use a quick link to perform an 
action onto the account. 

 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.2 IBAACCENQ Account enquiry 
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2.5.1.1 Account Details 
 
Account details shall display the detailed account information based on the selected account number 
in the Account Summary page. 
 

Flow Diagram: 

Account Details 

Enquiry
default Account Type? D/S

C/L

Account Type 

= C,D,S?

Click on an 

account link

Process Recent 

Transaction

Recent 

Transaction

Process 

Transaction 

History

Transaction 

History

Process Internet 

Transaction 

History

Internet 

Transaction 

History

Process Request 

Statement

Request 

Statement 

Page

Click on Transaction History

Click on Internet Transaction History

(Account Type==C,D) || 

(Account Type==S && 

Account Subtype==21)

Account Type 

= C,D,S?

Click on Request Statement

C = Credit Card Account

D = Current Account

S = Saving Account

L = Financing Account
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Sample Screen Design: 
 
Account Details Page 
 
This page displays the detailed account information after user click on the account number link at the 
Account Summary page. 

 
 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.3 IBAACCDET Account details 
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2.5.1.2 Transaction History 
 
Transaction history shall provide the below transaction history types:- 
1) Transaction History 

- Transaction history shall be providing all the transaction completed on the host irrespective of the 
transaction is submitted through Internet or Conventional Banking. 

- This feature shall allow user to print and download the transaction history. 
a) Recent  

- Recent history shall provide transaction submitted by today and the previous day. 

 
Flow Diagram: 

List of Recent 

Transactions

Retrieve Recent 

Transaction 

History

Click on the 

Recent 

Transaction 

History

HOST

get

End

 
b) Last 30 days  

- This transaction history shall provide transaction submitted up to the last statement cutoff 
date. 

-  

Flow Diagram: 

Open the PDF 

statement in 

Acrobat 

Reader

Retrieve 

statement from 

host

Click on the View 

Statement

get

Select a month

End

HOST
 

 
 
2) Internet Transaction History 

- The Internet transaction history shall provide all transaction completed through Internet 
Banking system. User shall be able to view the details of transaction.  

- The historical data of the Internet Transaction is stored in the database server and can be 
retrieved directly from the database.  

- This feature shall allow user to print and download the transaction history. 
a) Recent 

- Recent history shall provide transaction submitted by today and previous day. 
b) Last 30 days 

- This transaction history shall provide transaction submitted up to the last statement cutoff 
date. 
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Flow Diagram: 

Display Account 

Transaction 

Details List

Retrieve Internet 

Account 

Transactions

Click on the View Transaction 

History For Past 30 Days

Click on the 

Internet 

Transaction 

History

get Database

 
 
3) Online Statement 

This feature shall retrieve the statement in PDF format from the host and open in user Acrobat 
Reader.  

- View last month statement 

- View selected month statement up to 3 months 
 

Flow Diagram: 

Open the PDF 

statement in 

Acrobat 

Reader

Retrieve 

statement from 

host

Click on the View 

Statement

get

Select a month

HOST

End
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Sample Screen Design: 
Transaction History Page 
This page displays an account transaction history. 
 

 
 

 
 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.4 IBTRNHIS Transaction History 
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Internet Transaction History Page 
This page displays an account internet transaction history. 
 

 
 

 
 
 
 
 
 
 
 
 
 
Online Statement Page 
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This page displays an account statement in PDF format. 
 
Step 1: 
 

Month: Select Month
 

View Statement
 

 
 
 

 
 
Step 2: 
 
Display the account statement in Adobe Acrobat Reader. 
 
 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.5 IBPDFPATH View Statement 
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2.6 Funds Transfer 
 
Funds Transfer module provides functionalities to allow user to make fund transfer from one account to 
another account. User allows to make a transfer from own account to another own account, to third 
party account at the same bank, via Interbank, and to account located oversea. A print receipt page 
shall be provided to allow user to print receipt at the result page after each request. 
 
 

Sample Screen Design: 
Fund Transfer Landing Page 
This page displays a list of available fund transfer features with a short description describing the 
functionalities. 
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2.6.1  Own Accounts 
 
Own Account Transfer shall allow users to transfer money within their own accounts. 
 
Required information to be provided by the user:- 

- From account number 

- To account number 

- Amount 

- Scheduled date (range within 30 days). 
 

Flow Diagram: 

From a specific 

account?
Yes

No

Enter amount, select a From 

Account, 

Select a To Account, enter 

date

Process own 

account transfer 

form information 

Own Account 

transfer confirmation 

page

Display Own Account 

transfer result page

Confirm Data To 

Server

Enter amount , 

select To Account,

enter Date

Click on Own 

Account Transfer 

link

HOST

set

End

 
 

Sample Screen Design: 
 
Step 1: 
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Step 2: 

 
Step 3: 

 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.10 IBTRFOWN Own Account Fund Transfer 
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2.6.2  Third Party Account 
 
Third Party Accounts Transfer shall allow users to transfer money from their own account to another 
Agrobank ONLINE account holders within the bank. This funds transfer function can be made by: 
 
1. One-Time Account Transfer 
2. Registered Party Account 
 
And the functions are described in the next 2 sections 
 

2.6.2.1 One-Time Account Transfer 
 
This feature shall allow user to make a one-time transfer to an intended third party account. 
 
Required information to be provided by the user:- 

- From account number 

- To account number 

- Amount 

- Scheduled date (range within 30 days) 

- Recipient email 

- TAC 
 

Flow Diagram: 

From a specific 

account?

Opem 3
rd

 

Party Account 

Result Page

Yes

No

Retrieve a list of 

existing accounts

Enter Amount, select a 

From Account, enter a 

3
rd

 Party Account 

Number, Date and 

Email, Request TAC

Enter Amount, a 3
rd

 

Party Account 

Number, Date and 

Email, Request TAC

Process 3
rd

 Party 

Form Information

Open 3
rd

 Party 

Account 

Confirmation 

Page

Commit Data to 

Server

Get The Selected 

Account Info

Click on One-Time 

3
rd

 Party Transfer 

link

HOST

get

set

End

 
 
 



 

LAST UPDATED: 28 April 2011  Page 46 of 98 
Business Requirement  Version 5.1 

      -Private & Confidential- 

 

Sample Screen Design: 
 
One-Time Fund Transfer 
Its required 3 steps to complete a fund transfer process. Below screens demonstrate the 3 steps to 
complete a transfer.  
 
Step 1 
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Step 2 

 
 
Step 3 

 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.11 IBTRF3RD 3
rd

 Party Fund Transfer 

 

2.6.2.2 Registered Account Transfer 
 
This feature allow user to make a transfer to a registered third party account number. 
 
Required information to be provided by the user:- 

- From account number 

- To account number 

- Amount 



 

LAST UPDATED: 28 April 2011  Page 48 of 98 
Business Requirement  Version 5.1 

      -Private & Confidential- 

 

- Scheduled date (range within 30 days) 

- Recipient email 
 

Flow Diagram: 

From a specific 

account?
Yes

No

Enter Amount, From Account,select a 

Favorite 3
rd

 party account, enter date and 

email

Process favourite 3
rd

 party 

account transfer form 

information 

Favourite 3
rd

 party 

account transfer 

confirmation page

Enter Amount,select a Favourite 3
rd

 

party account, enter date and email

Confirm Data To 

Server

Display favourite 

3
rd

 party account 

transfer result 

page

Click on 

Registered 3
rd

 

Party Transfer

HOST

set

End
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Sample Screen Design: 
Step 1: 

 
Step 2: 
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Step 3: 

 
 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.11 IBTRF3RD 3
rd

 Party Fund Transfer 
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2.6.2.3 Beneficiary Account Maintenance 
 
This feature shall allow user to 

- Add and register a frequently used account number.  

- Remove a registered account 
 
Required information to be provided by the user:- 

- To account number 

- Recipient name 

- Mobile number 

- Recipient email 

- TAC 
 

Flow Diagram: 

Retrieving a list of 

Favorite Account

3
rd

 Party Account 

Summary Page

Enter New 3
rd

 

Party Information 

Page, Request 

TAC

Process new 3
rd

 

Party account 

Information

3
rd

 Party 

Information 

Confirmation 

Page

Commit data  to 

Server
Commit Data to 

Server

Delete Selected 

3
rd

 Party Account 

Confirmation 

Page, Request 

TAC

Selected 3
rd

 Party account delete 

Result

Click on Beneficiary 

Account   

Maintenance link

New 3
rd

 Party 

account Result

Selection an 

action
Add

Delete

Retrieve Selected 

3
rd

 Party Account 

Information

HOST

get

set set

get

HOST

End
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Sample Screen Design: 
 
Beneficiary Account Maintenance Summary Page: 

 
 
Add Beneficiary Account 
 
Step 1: 

 
Step 2: 
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Step 3: 

 
 
Delete Beneficiary Account 
 
Step 1: 

 
Step 2: 

 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.14 IBMAIN3RD 3
rd

 Party Maintenance 
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2.6.3  Interbank Transfer (via CTCS) 
 
Interbank Transfer shall allow users to transfer money from their own account to another local bank 
account (non Agrobank bank). This module will be ready to launch on the Internet Banking site subject 
to the availability or readiness of Agrobank’s CTCS System. 
 

2.6.3.1 One-Time Account Transfer 
 
Required information to be provided by the user:- 

- From Account 

- Description 

- Beneficiary Bank 

- Beneficiary Account No 

- Beneficiary Name 

- Beneficiary ID 

- Amount 

- Reference No 

- TAC 
 

Flow Diagram: 

 

From a 

Specific 

Account?

Retrieve A List of 

Account Information

No

Yes
Retrieve Selected 

Account Information

Formatting Selected 

Interbank Information, 

Get Bank Payment Type

Enter Amount, From 

Account, Description, 

Transaction Reference 

Number for Interbank 

Form Information

Process Information, 

Validate Value, Set 

Payment, Account 

Information to Bean

Display Interbank 

Transfer 

Confirmation Page
Commit Data to Server

Display Interbank 

Transfer Result 

Page

Retrieve Interbank 

Information
Click on One-Time 

Interbank Transfer

HOST

get

set

Select a 

Beneficiary Bank  

and Request TAC 

End
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Sample Screen Design: 
Step 1: 

 
 
Step 2: 
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Step 3: 

 
 
Step 4: 

 
 
Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.12 IBTRFINT Interbank Fund Transfer 
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2.6.3.2 Registered Account Transfer 
 
Required information to be provided by the user:- 

- From Account 

- Description 

- Registered Beneficiary Account No 

- Amount 

- Reference No 
 

Flow Diagram: 

 

From a 

Specific 

Account?

Retrieve A List of 

Account Information

No

Yes
Retrieve Selected 

Account Information

Formatting Selected 

Interbank Information, 

Get Bank Payment Type

Enter Amount, From 

Account, Description, 

Transaction Reference 

Number for Interbank 

Form Information

Process Information, 

Validate Value, Set 

Payment, Account 

Information to Bean

Display Interbank 

Transfer 

Confirmation Page
Commit Data to Server

Display Interbank 

Transfer Result 

Page

Retrieve Interbank 

Information

Click on 

Registered 

Interbank Transfer

HOST

get

set

Select a 

Registered 

Account Number

End
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Sample Screen Design: 
Step 1: 

 
 
Step 2: 
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Step 3: 

 
 
Step 4: 

 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.12 IBTRFINT Interbank Fund Transfer 
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2.6.3.3 Beneficiary Account Maintenance 
 
This feature shall allow user to 

- Add and register a frequently used account from other local bank (non-Agrobank bank).  

- Remove a registered account 
 
Required information to be provided by the user:- 

- Recipient bank 

- Payment type 

- To account number 

- Recipient name 

- Mobile number 

- Recipient ID 

- TAC 
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Flow Diagram: 

Fund Transfer: 

Interbank

Retrieve a List of 

Bank Name

Interbank 

Account 

Summary 

Page

Retrieve Selected 

Interbank Account 

Information

Interbank 

Account 

Deletion Result

Interbank Account 

Confirmation 

Result

Commit Data to Server

Enter New 

Interbank 

Account 

Information

Retrieve a List of 

Favorite Interbank 

Account

Select Bank 

Name

Process Selected 

Bank Name

Process New 

Interbank Account 

Information

Interbank 

Account 

Information 

Confirmation 

Page

Delete Selected 

Interbank Account 

Confirmation Page

Commit Data to Server

Selection?

Add

Delete

set

set

Database

End

 

 
 



 

LAST UPDATED: 28 April 2011  Page 62 of 98 
Business Requirement  Version 5.1 

      -Private & Confidential- 

 

Sample Screen Design: 
Interbank summary page: 

 
Add Interbank 
Step 1: 

 
Step 2: 

 
Step 3: 
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Step 4: 

 
Delete Interbank 
Step 1: 
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Step 2: 
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2.7 Bill Payments 
 
Bill Payments shall allow user to make a payment to a payee corporation like TMNet, Tenaga National, 
etc.  
 
 

2.7.1  Payment to Registered Payee Corporation 
 
This feature allow user to make a payment to a registered payee corporation account.  
 
Required information to be provided by the user:- 

- From Account 

- Payee 

- Bill Reference No 

- Amount 

- Schedule Date 
 

Flow Diagram:  

 
 

Favourite Bill 

Payment

Payee list
Process selected 

payee

Enter payment 

details

Process payment 

details

Confirm 

payment 

details and 

enter TAC

Process payment

HOST

Display results

Retrieve available 

favourite payees

Favourite 

payee list

Get

Database

End
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Sample Screen Design: 
Step 1: 

 
Step 2: 

 
Step 3: 

 
 
Step 4: 
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Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.15 IBPAYCRT Create a bill payment 

3.16 IBPAYCONF Bill Payment Confirm  
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2.7.1.1 One-Time Bill Payments 
 
This feature allow user to make one time payment to a payee corporation account. 
 
Required information to be provided by the user:- 

- From Account 

- Payee Corporation 

- Bill Account No 

- Bill Reference No 

- Amount 

- Scheduled Date 

- TAC 
 

Flow Diagram:  

 
 

Open Bill Payment
Retrieve selected 

category’s payees

Payee list
Process selected 

payee

Enter payment 

details

Process payment 

details

Confirm 

payment 

details and 

enter TAC

Process payment

HOST

Display results

Retrieve available 

payee corporation 

categories

Category list

GetGet Database

End

 
 

 
 
Sample Screen Design: 
Step 1: 
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Step 2: 

 
Step 3: 

 
 
 
 
Step 4: 
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Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.15 IBPAYCRT Create a bill payment 

3.16 IBPAYCONF Bill Payment Confirm  

 



 

LAST UPDATED: 28 April 2011  Page 71 of 98 
Business Requirement  Version 5.1 

      -Private & Confidential- 

 

2.7.2 Registered Payee Maintenance 
 
Registered Payee Maintenance shall allow user to register a frequently used payee corporation. And 
also allow user to deregister any registered payee. 
 

Sample Screen Design: 
Payee Summary 

 
 

2.7.2.1  Register a payee corporation 
 
This feature allow user to add a new payee corporation to the register list. 
 
Required information to be provided by the user:- 

- Payee Corporation 

- Bill Account No 

- Bill Account Holder Name 

- TAC 
 

Flow Diagram: 

Retrieve Payee 

List

Click on Register 

Favaurite Payee 

link

Payee List 

Selection

Process Selected 

Payee

Payee 

Registration 

Details

Process Payee 

Registration 

Details

Confirm 

Registration
Register Payee

Registration 

Results

Database

set

End
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Sample Screen Design: 
 
Add Payee 
Step 1: 

 
Step 2: 

 
Step 3: 

 
Step 4: 
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2.7.2.2  Deregister a payee corporation 
 
This feature allow user to remove a registered payee corporation from the register list. 
 
Required information to be provided by the user:- 

- Payee Corporation 

- Bill Account No 

- Bill Account Holder Name 

- TAC 
 

Flow Diagram: 

Retrieve 

Registered Payee 

List

Click on 

Deregister Payee 

link

Payee List 

Selection

Process Selected 

Payee(s)

Confirm 

Deregistration
Deregister Payee

Deregistration 

Results

Database

set

End

 
 

Sample Screen Design: 
Delete Payee 
Step 1: 

 
Step 2: 
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2.8 Credit Card Payment 
 
Credit Card Payment allow user to make a payment using credit card. 
 
Required information to be provided by the user:- 

- From account 

- Effective date  
 

Flow Diagram: 

Outstanding balance > 0 or 

Minimum payment > 0 or 

Statement balance > 0

Yes

No

Credit card details page

Credit card payment 

page

Credit card details page with 

payment option

Process payment 

to credit card

Click on credit 

card account from 

account summary

Retrieve Details of selected 

credit card

HOST

set

End
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Sample Screen Design: 
 
Account Details Page: 
Click on ‘Pay Statement Balance’, ‘Pay Minimum Amount’ or ‘Pay Any Amount’ to go to Step 1. 

 
 
Step 1: 

 
 
Step 2: 
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Step 3: 

 

 
Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.17 IBPAYCC Credit Card Payment 
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2.9 Prepaid Top Up 
 
This module allows user to purchase or top up the user prepaid mobile, IDD and STD credit via 
Agrobank Online. 
  

 

2.9.1  Mobile/IDD/STD Prepaid 
 
This feature allow user to purchase mobile top up/IDD/STD prepaid card online through third party web 
services and the detail information shall be displayed.  
 
This service shall connect to aggregator Web Service to complete the transaction. 
 

Flow Diagram:   

 

Prepaid Top Up

Prepaid list
Process selected 

payee

Select amount 

and  enter 

mobile number

Process payment 

details

Confirm 

payment 

details and 

enter TAC

Process payment

HOST

Display results

Retrieve available 

prepaid payee 

corporation

Prepaid payee 

list

Get

Database

End
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Sample Screen Design: 
Step 1: 

 
Step 2: 

 
Step 3: 

 
Step 4: 
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Step 5: 
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2.10 Fix Deposit (FD) 
 
This feature has the features to allow user to view FD account details, make a placement of a new FD 
and uplift a FD.  
 

2.10.1  Enquiry 
User shall allow viewing a list of available FD accounts.  
 

Flow Diagram: 

Show a list of 

FD account

Retrieve a list of 

FD accounts
Click on FD link

Select an 

account

Retrieve 

certificates for the 

selected account

Show a list of 

certificates for 

the selected 

account

Select a 

certificate

Get detail 

information of the 

selected certificate

Show detail 

information of the 

selected certificate

HOST

get

get

End

 

Sample Screen Design: 
Step 1: 
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Step 2: 

 
Step 3: 
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Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.2 IBAACCENQ Account enquiry 
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2.10.2  Placement 
 
This feature allow user to place a new FD purchase.  
 
Required information to be provided by the user:- 

- From account number 

- Place account number 

- FD type 

- FD account type 

- FD tenure 

- Profit distribution frequency 

- Profit distribution payment mode 

- Instruction on Maturity 

- Credit to account 

- TAC 

-  

Flow Diagram: 

 

Is FD 
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Preferences
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Process 
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Confirm page
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Process FD 
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Result
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HOST

get
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End
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Sample Screen Design: 
Step 1: 

 
Step 2: 

 
Step 3: 
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Step 4: 

 
Step 5: 

 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.19 IBFDPLC FD Placement 
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2.10.3  Upliftment 
 
This feature allow user to uplift a FD.  
 
Required information to be provided by the user:- 

- To account 

- FD account number 

- TAC 
 

Flow Diagram: 
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End
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Sample Screen Design: 
Step 1: 

 
Step 2: 
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Step 3: 

 
Step 4: 
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Step 5: 

 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.20 IBFDUPL FD Upliftment 

 
Note : In view of Syariah-compliant, both FD placement and upliftment may not be introduced in the 
Internet Banking System. 
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2.11 Services Request 
 
Services Request module provides a list of services which allow user to make any service request 
online. The services include TAC request, block ATM card, cheque management and request for 
statement. More services shall be added here when new services are offered to user. 
 

2.11.1  Request for TAC 
Users can use this feature to request for TAC before proceed to make a transfer, payment or profile 
update. 
 

Flow Diagram: 

 

Click on Request 

TAC link
Get TAC Send SMS

Authentication Server

get

SMS Gateway

End

 
 

Sample Screen Design: 
Step1: 

Request TAC number now!
 

 
Step 2: 

 
Your TAC number will be sent via SMS to your 

registered mobile phone number 019-123XXXX 
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2.11.2  Block ATM card 
 
Users can use this feature to block their ATM card online. Once the request is received from the user, 
the message shall be posted to the PowerCard server and the requested ATM card shall be blocked 
immediately.  
 
Required information to be provided by the user:- 

- ATM card No 

- TAC 
 

Flow Diagram: 

Confirm To 

perform 

cancellation

Cancel ATM 

Facility 

results

Retrieve ATM 

Card(s) details

Display a list of 

ATM card(s) and select 

ATM card(s) to cancel 

and enter TAC

Process 
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Sample Screen Design: 
Step 1: 

 
Step 2: 

 
Step 3: 
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Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.18 IBBLKATM Block ATM card 
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2.11.3  Request for Statement 
 
This feature allows users request to request for bank statement. When the request is received by the 
Process Owner of the Statement department, the request shall be processed and deliver to user. 
 
Required information to be provided by the user:- 
 

- Collection mode 
 Self –Collect from branch 
 By mail or courier, and the mailing address will follow the Agrobank’s host address details. 

 

Flow Diagram: 
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Sample Screen Design: 
Step 1: 

 
Step 2: 

 
Step 3: 

 
 

Message Format Reference Table: 
Message Section ID Transaction Code Description 

3.6 IBREQSTAT Request for Statement 
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2.12 Profile Maintenance 
This maintenance module provides a feature allowing user to update user profile information. 
 

2.12.1 Update Profile 
This feature allows users to update their profile such as display name and marketing information. 
Mobile number (masked for last 4 digits) and the address (from the Host) are for display only. 
 

Flow Diagram: 
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LAST UPDATED: 28 April 2011  Page 96 of 98 
Business Requirement  Version 5.1 

      -Private & Confidential- 

 

Sample Screen Design: 
 
Step 1: 
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Step2: 
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2.12.2 Change Password 
This feature allows users to change their password.  
 
Required information to be provided by the user:- 

- Old password 

- New password 

- TAC 
 

Flow Diagram:  
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Sample Screen Design: 
Step 1: 
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