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1 Introduction

This document describes the features, process flow and screen design administration modules of
Retall Internet Banking System.

Following features of Retail Internet Banking Administrations will be captured in this document:
First Time Login

Admin Group

Admin Navigation
Admin Enquiry

IB User Group

RIB Navigation

RIB User Enquiry
Content

Secure Mailbox

10. Security Question

11. RIB Transaction Enquiry
12. Audit Log

13. Change Own Password

CoNouA~WNE

1.1 Objective

The objective of this document is to capture user requirements Internet Banking Application Manager
(IBAM) for AGROBANK. This document will facilitate development and implementation of the
mentioned application for AGROBANK.

The base line features description, process flows and screen designs will become a reference
blueprint for the development team to develop the transactional, registration and administration
module. Hence, it is crucial that all stakeholders need to ensure the correctness and adequacy of the
requirements captured in this document.

All stakeholders involved are expected to review and sign off this document before the development
start. By signing off the document, the stakeholders have endorsed the correctness and accuracy and
adequacy of the requirements documented in this document.
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2 IBAM Page Flow Overview

Below diagram shows the overall view of the IBAM system page flow. The detail of each function will
be described in respective section.

yes——e

Selection

?

no
N
Change
Password Side
Navigation

N
Dy 1 1

Legend:-
Login

Welcome
Page

©

{ { {

. . . Admin L Security
[ Admin Group } [ Admin Enquiry ‘ Nevinaten [ RIB Navigation } [ Content Question
¢ ¢ ¢ DY ° °
« RIB Y Y
1B User Group REIB U§er Transaction Audit Log Chanoslong Secure Mailbox
nquiry Enquiry Password
A 4 v
Diagram 1 — IBAM Page Flow Diagram
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3 First Time Login (FTL)

Qg

3.1 Features Description

IBAM shall detect first time login user. If the user is identified as the first time login user, the system
shall force the user to go through the change password process. After user changed the password,
the system shall direct the user to the IBAM landing page.

3.2 Process Flows

[

Login Screen

=

and Password

Screen

Database

(Navigation
Selection)

Input Old Access on IBAM
& Access To IBAM Inp_LFterL;l]seJrlaD and Password, New Welcome Screen
IBAM USER Login Screen pokary Password and (Navigation
Password 5 B
Confirm Password Selection
Dis| Ia Welcome
Display F Valldate old play
Access To IBAM alidate User ID splay rorce Password and save Screen
IBAM Change Password N
lew Password to IB

Diagram 2 — First Time Login Flow Diagram

There are two participants involved in this process, which are User and IBAM. The following are the
steps to do FTL:

Step 1:

1. User access to Login Screen.

2. IBAM display Login Screen.

3. User input the User ID and temporary Password.

4. IBAM validates the User ID and Password.
Step 2:

. IBAM display the Force Change Password Screen.

2. User input the Old Password, New Password and Confirm Password fields.

3. IBAM validates Old Password and save the New Password to IB Database.
Step 3:

1. IBAM display the result page.

2. User click on the proceed button to go to the welcome page.

3.3 Screen Flow
Step 1

Login

U i

Faypwced

Liggi

Figure 1 - Login Screen
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User access to IBAM Login Screen.

IBAM display IBAM Login Screen.

User input User ID and password and click the “Login” button.

IBAM validates the User ID and password to determine whether this is an FTL action. If it is, go
to the force change password screen, see Step 2.

el

Step 2

Force Change Password

Old Password
Miw Pagiwand
Confem Password

Figure 2 — Force Change Password Screen

1. User fills in the Old Password, New Password and Confirm Password fields and clicks on the

“Change” button.
2. IBAM validates Old Password and save the New Password to IB Database and display the result

screen to the user, see Step 3

Step 3

Force Change Password Result

Sweceailul
Pasvavard has been sugoes 5-|'l.l|f changed
Frocesd
Figure 3 — Force Change Password Result Screen
1. User click on the “Proceed” button to go to the welcome page below:-
Welcome, Tesler dumber 1 Lt
Last Login Date : 13/052011 10:1%:29 AM
Mease use the lefi mens fo siart yosr fask.
Figure 4 — Welcome Screen
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4 User administration

4.1 Managing administrator group

4.1.1 Administrator Group Access Matrix
Below is the Admin Group Access Matrix:-

Access marked with [\/] is the default access for Root ID.

No. Function Admin

1. Admin Group
a. Edit/View N
b. View Only

2. Admin Enquiry
a. Edit/View \
b. View Only

3. Admin Navigation
a. Edit/View N
b. View Only

4. RIB Navigation
a. Edit/View N
b. View Only

5. IB User Group
a. Edit/View N
b. View Only

6. RIB User Enquiry
a. Edit/View N
b. View Only

7. RIB Transaction Enquiry
a. Edit/View N
b. View Only

8. Audit Log
a. Edit/View \
b. View Only

9. Change Own Passwords
a. Edit/View \
b. View Only

10. Content
a. Edit/View N
b. View Only

11. Security Question
a. Edit/View N
b. View Only

Table 1 — Administrator Group Access Matrix
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4.1.2 Create administrator group

4.1.2.1 Features Description
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This feature is to allow an authorized IBAM administrator to create a new admin group.

4.1.2.2 Process Flow

User keys in group
Access to IBAM name, group Vi £l
IBAM USER Admin Group Click Create Button description, and iew successtu
< ) . : message
Enquiry Screen specify the group
| | access.
| |
1 1
| |
alidates the value
| i Display Admin keyed in by user h
IBAM USER ZLSOFﬂaYE':le'n Group Creation and store the DISP'?;:::C:SSM Q
PERRLITY Page information to 9
database

Diagram 3 — Create Administrator Group Flow Diagram

There are 2 participants involved in this process which is User and IBAM. The following are the steps:

Step 1:
1. User access to IBAM Group Access Maintenance Screen.
2. IBAM display IBAM Group Access Maintenance Screen.
3. User click on the Create button to make new admin group
Step 2:
1. IBAM display the admin group creation page
2. User keys in all the details and click on confirm button
Step 3:

1. IBAM saves the created Group Access Settings to IB Database and go to the result page.
2. User views the successful page creation for admin group

4.1.2.3 Screen Flow
Step 1:

24 testgrouping msstester

22 testingadmin msstester

25 testingdelete usermssdelete002
27 test26 Tester number 1
19 Testing1 Tester number 1
28 NEW ADD GROUP

29 TESTER

8 Executive Tester number 1
13 Admin Tester number 1

18/01/2011 12:47:17 AM
18/01/2011 12:03:05 AM
18/01/2011 01:33:59 AM
07/02/2011 11:20:55 AM
05/01/2011 02:27:06 PM
10/05/2011 09:53:05 PM
10/05/2011 09:53:08 PM
06/12/2010 04:52:27 PM
20/12/2010 12:33:36 PM

Figure 5 — Current IBAM Group Access List

1. User access to IBAM Group Access Maintenance Screen.
2. IBAM display IBAM Group Access Maintenance Screen and show the current admin group list.
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3. User click on the Create button to make new admin group.

Agro1

[¥] Admin Group (SSSSACRP)

RIE User Enquiry (SSREBUENQ)

Admin Enquiry (SSSSUENQ)

RIE Navigation (SSRBNAVI)

[¥] Admin Navigation (SSSSNAVI)

[7] Audit Log (S5SSALOG)

[¥] Change Own Password (SSSSCPWD)
[¥] Content (SSSSCONT)

RIB Transaction Enquiry (SSRETENQ)
IB User Group (SSBBAGRP)

Figure 6 — Admin Group Creation Page

Step 2:
Group Name:
Group
Description:
Group Access:
1.

IBAM System shows the admin group creation page.
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2. User keys in the group name, description, and the content that can be accessed/viewed inside

their group.

3. User clicks confirm button.

4. All the information will be validated by the system and stored into database.

Step 3:

Successful

Croup has been successfully created

Figure 7 — Admin Group Successful Creation Page

1. IBAM System shows the successful message, stating that the group has been successfully

created.
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4.1.3 Edit administrator group

4.1.3.1 Features Description
This feature is to allow an authorized IBAM administrator to edit a created group.

4.1.3.2 Process Flow

Access to IBAM
IBAM USER O—P Admin Group Select Group ID Edit Group Details
Access Screen

Save new IBAM

IBAM 2:2I;1YGI?:UM a0 inGrel
P Access Settings to

IBAM Database

Access Screen

Diagram 4 — Edit Administrator Group Flow Diagram

There are 2 participants involved in this process which is User and IBAM. The following are the steps:
Step 1:

User access to IBAM Group Access Maintenance Screen.

1.
2. IBAM display IBAM Group Access Maintenance Screen.
3. User click on the Edit button to make changes

Step 2:
1. IBAM display the edit screen.
2. User edits Group Access Settings and click on the Confirm button.

Step 3:
1. IBAM saves the edited Group Access Settings to IB Database and go to the result page.
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Admin Group Details

Group 1D

Group Name
Group Description
Created By
Creation Date
Updated By
Updated Date

Group Access

L)
Admin

Tester number 1
20/12/2010 12:33:36 PM
Tester nember 1
07/02/2011 11:10:57 AM

View
View
View
View
View

View

View
View

Ednt
Ednt
Edn
Ednt
fan
Edn
Edit
Edit
Ednt
Edn

Admin Group (SSSSACRP)

RIB User Enquiry (SSREUENQ)

Admin Enquiry (SSSSUEND)

RIE Navigation (SSRENAVY

Admin Navigation (SSSSNAVI)

Audit Log (SSSSALOC)

Change Own Password (SSSSCPWD)
Content (SSSSCONT)

RIB Tramsaction Enquiry (SSRETENQ)
18 User Group (SSBBACRP

Ed&t | Delete

Figure 8 — Administrator Group Access Maintenance Screen

1. User can access to Admin Group Maintenance Screen by clicking on the “Admin Group” link on

the left navigation menu.

wn

Step 2:

IBAM display IBAM Admin Group Access Maintenance Screen.
User click on the “Edit” button to go to the edit page;

Croup Access

v View V tdn
4 View / tdn
7 View / Edn
7 View / Edn
7 Vew / Ldn
4 View / Ede
7 Wew / tdi
v View /| Edn
7 View / Edn
7 Veew 'V Gdn

Crowp 10 13

Group Name Az

Group Description

Created By. Tester number |
Creanon Daze 20/12/2010 12:33:36 PM
Updated By Tester number 1
Updated Date 07/02/2011 11:10:57 AM

Admin Group (SSSSAGER)

RIS User Enquiry (SSREUING)

Admin Enquiry (SSSSUING)

RIB Navigation (SSRENAVY

Admin Navigation (SSSSNAVI)

Audit Log (SSSSALOG)

Change Own Password (SSSSCPWD)
Content (SSSSCONT)

RIS Traasaction Enquiry (SSEETENG)
16 User Group (SSBEAGER

[Back) [Contem

Figure 9 — Administrator Group Access Edit Screen
1. IBAM display Group Access Edit Screen.
2. User edits Admin Group Access Settings and clicked the “Confirm” button.

LAST UPDATED: 18 May 2011

Admin Module Business Requirement Specification

-Private & Confidential

Page 19 of 109
Version 1.1



AASRo 7o) Baizbiy

Step 3:

Edit Admin Group Result

Successful
Growp has been successfully edited

Figure 10 — Administrator Group Access Edit Result Screen

1. IBAM saves the edited Admin Group Access Settings to IB Database and display the result to the
user.

4.2 Managing admin navigation

4.2.1 Features Description
Admin can use this feature to manage IBAM Side Navigation Menu Title and Description.

4.2.2 Viewing admin navigation

4.2.2.1 Process Flow

Access to IBAM Click details on User views the
IBAM USER ©—> Admin Navigation particular admin details of the
Module navigation list navigation list

Show the details of

Displ i .
IBAM L ay.adm.m the particular
navigation list Y. e
navigation list
Diagram 5 — Admin Navigation Flow Diagram
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4.2.2.2 Screen Flow

Step 1:
Services Maintenance
Services
SLSSACRP Admin Group s Edit
SSRBLENG RIE User Enquiry Details Edit
SSSSLENG Adsin Enguiry Dretails Edn
SSREMAV] RIE Nawvigation Details Edit
S555MAM Admin Navigation Details Edit
S555ALOGC At Log 1
S55SCPWD Change Crwn Password Dwetails Edit
SEESCONT Content Details Edit
SSRETENG RIE Transaction Enquiry Details Edit
S58RACRP 1B Uses Croup Details Edit

Figure 11 — Admin Navigation Screen

1. Admin user access the ‘admin navigation’ side menu.
2. IBAM System displays the list of service maintenance
3. User selects ‘details’ on the respecting service maintenance nameltitle.

Step 2:

Services Details

Made ID: 7

Code: 5555AGRP

Mame: Admin Group
Description: Group Access |

SIATUS: Omlline

Updated By: Tester momber 1
WUpdaved Date 16/05/2011 11:11:28 AM

Figure 12 — Navigation Service Details
1. IBAM System displays the details of the system navigation
4.2.3 Editing admin navigation

4.2.3.1 Process Flow

Access on the Admin Select "Edit” on Admin user keys in the
IBAM Admin User Neviea e ricrille particular services service name, service
9 maintenance description and status
T T T
1 ' '
' | ]
1 |
i 1
1
7
1
Y Y v

Display Admin Displdy “edit sehvices” Save the details to Show the successful
IBAM Navigation Screen Page PRy database message

Diagram 6 — Editing Administrator Navigation Flow Diagram

Step 1:
1. IBAM User access Admin Navigation module.
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2. IBAM System display Admin Navigation module.
3. IBAM user selects service maintenance category and select ‘edit’.

Step 2:
1. IBAM System displays ‘edit services’ page details

2. IBAM user keys in the service name, service description and status on the respecting module
selected.

3. IBAM System saves the details edited to the database.
Step 3:

1. IBAM System displays the successful message regarding to the user action.
2. IBAM User views the messages.

4.2.3.2 Screen Flow

Step 1:
Services Maintenance
Services
SESSACEP Admin Group Details Edit
SSREUENG RIE User Enquiry Details Edit
S5SSUENG Admin Enguiry Details Edn
SSRENAVI RIE Nawvigation Details Edint
S555NAV Admin Navigation
S555ALOG Basdit Log
SSSSCPWD Change Cren Password Edit
SEESCONT Cantent Details Edit
SSRETENG RIE Transaction Enquiny i
SSERACEP 1B User Croup Details Edin

Figure 13 — Admin Navigation Screen

1. IBAM user access the ‘admin navigation’ side menu.
2. IBAM System displays the list of service maintenance
3. IBAM User selects ‘edit’ on the respecting service maintenance nameltitle.

Step 2:
Edit Services

Node ID: 7
Code: SSSSAGRP
Name: Admin Group

Group Access 1

Description: o
Status: Online El

Figure 14 — Admin Navigation Edit Screen
1. IBAM System displays the services editing screen page
2. IBAM user key in the service name, description and status
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3. The IBAM user click on the ‘confirm button’ to save the changes.
4. Any changes made will be stored at the database.
Step 3:
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Successful
Mawvigation has been successfully edited

Figure 15 — Admin Navigation Edit Result
1. IBAM System shows that the ‘navigation has been successfully edited’
4.3 Managing administrator
4.3.1 Create administrator

4.3.1.1 Features Description

This feature shall allow administrator to create admin user based on the created group.

4.3.1.2 Process Flow

User inputs the details
(User ID, Name, Email,

Office No, Mobile No.,
Group, Password, and
Confirm Password)

IBAM Admin User

Access To Admin
Enquiry Module

Access create button }—>

Display Admin Creation
page Details (User ID,
Name, Email, Office No,
Mobile No., Group,
Password, and Confirm
Passwprd)

Display Existing Admin
User List

IBAM User Input Validation

Display successful
message and save the
details into IB Database

Figure 16 — Create Administrator Flow Diagram

There are 2 participants involved in this process which is Admin User and IBAM.

steps to create a new IBAM user:

Step 1:
1. Administrator access to IBAM Creation Screen.

2. IBAM display User Creation Screen.
3. Administrator input new Administrator Details and clicks on Confirm button.
Step 2:

The following are the

1. IBAM validate input details and save the new administrator to IB Database and go to the result

page.
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4.3.1.3 Screen Flow
Step 1

Create Admin

User i

Mame

Ermadl

Oifize MO

Mobis Ho.

Group: Plosse Select =
Pasuwond

Confirm Pasiwand

Confierm

Figure 17 — Administrator Create Screen

1. Administrator can access to Admin Creation Screen by clicking on the “Admin enquiry” link at the
left navigation menu followed by clicking the “Create” button.

2.  On the Admin Enquiry Screen, input preferred User ID, Name, Password, Re-enter Password,
select a Group, Email, Office No., Mobile No., and then click on the “Confirm” button.

Please to refer Error! Reference source not found. for the default settings of each group. Validation
f User ID and password is based on the System Security Requirements table below.

System Security Requirements
Below table shows the requirement for the User ID and Password for AGROBANK:

User ID and Password Control Minimum Requirements Remark

1. UserlID Single or combination of The rule is not parameterized.
numeric, alpha or
alphanumeric.

2. Maximum password | 90 days system must force | System wide support and can
expiration change be parameterized via
configuration file
3.  Minimum password length 8 characters minimum This is standard feature.
4. Maximum  failed log-in | 3times Maximum The number of times of
attempts attempts after which the maximum attempts can be
User ID must be locked out | parameterized via
(disabled) configuration file. If the user ID

is locked, the user required to
send a request to administrator
to change the User Status
back to “Normal”. The IBAM
will not force the user to
change password upon user

login.

5. Inactive/Dormant ID  for | User ID is disabled by The number of days can be

more than 30 days system parameterized via
configuration file.

6. Duplicate password control | For a minimum of 6 The number of generations
generations, same can be parameterized via
passwords cannot be configuration file.
repeated
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User ID and Password Control

Minimum Requirements

Remark

7. Last sign on information

display

Preferably system to
display the last sign on
information to user upon
sign on to system

This is standard feature.

8. First time sign on password
must be forced change

First time sign on-user must
be forced to change the
defaulted passwords

This is standard feature.

9. Changing of passwords by
user

Users may change their
passwords at anytime they
wish

This is standard feature.

10. Passwords composition

Must be combination of
alphanumeric, special
characters, lower/upper
case (if possible)

This is standard feature.

The password must be
combination of at least 1
alphabet and 1 numeric value
and case sensitive.

11. Deletion of User IDs from

application

User IDs that are obsolete
must be able to be deleted
(instead of just suspended)
from the application

The same user id cannot be
reuse even for deleted user.
The deleted user will not show
on user enquiry screen, but the
deleted user record still stored
in database.

Table 2 — System Security Requirements

Step 2:

Create Admin Result

Succesyhd

Urer deraily wuscedifully Bben Created

Figure 18 — Create Administrator Result Screen

1. IBAM validates user details, save the new user to IB Database and displays result page.

4.3.2 Edit administrator

4.3.2.1 Features Description

This feature shall allow administrator to edit and update an IBAM user details.

4.3.2.2 Process Flow

Access To Admin

IBAM Admin User Enquiry Module

(O —

Select Admin User ID
from the list

Access Edit button

Input User Details that
need to be changed

'
1
h

' '
| \
'

'

4

v ¥

|
|
|
|
:

Y

IBAM

Display Existing Admin Display IBAM Admin
User List User Details Screen

»

Display Admin User
Details Edit Screen

Save the Edited Admin
User Details to IB
Database

Diagram 7 — Edit Administrator Flow Diagram
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There are 2 participants involved in this process which is Admin User and IBAM. The following are the
steps to edit and update a user details:
Step 1:

1.  Admin access to Admin Enquiry Screen.

2. IBAM display Admin Enquiry Screen.

3.  Admin select specific IBAM user from list.

Step 2:
1. IBAM display IBAM User Details Screen.
2. Admin click on the Edit button

Step 3:
1. IBAM display IBAM User Details Edit Screen.
2. Admin modifying information an click on the Confirm button

Step 4:

1. IBAM saves the edited details to IB Database
2. IBAM display the result screen

4.3.2.3 Screen Flow

Step 1
Search
91 testinglogin001 testinglogin0o Unlocked 17/05/2011 03:24:13 AM 18/05/2011 01:06:04 PM
92 testinglogin002 testinglogin002 Inactive 18/01/2011 11:59:04 AM 18/01/2011 01:06:04 PM
93 testingpass001 testingpass001 Deleted 18/01/2011 12:36:57 PM 18/01/2011 12:36:57 PM

Figure 19 — Administrator Enquiry Screen

1. IBAM User can access to Admin Enquiry Screen by clicking on the “Admin Enquiry” link on the
left navigation menu.

2. Admin Enquiry Screen will be shown.

3. IBAM User can select a specific user from the list on the screen.
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Step 2
UserlD: 91
User Alias: testinglogin001
Mame: testinglogin001
Office No.: 213
Mobile Mo.: 123
Email: ag..com
Group: Admin
User Status: Normal
User Force Reset: Disabled
Last Login Date: 18/01/2011 10:56:36 AM
Created By: msstester
Updated By: Tester number 1
Creation Date: 18101/2011 10:54:44 AM
Updated Date: 131052011 03:45:16 PM
[ Back ] [ Reset Password ] [ Suspend ] [ Edit ” Delete ]

Figure 20 — Administrator Enquiry Details Screen

1. Admin Details Screen of the IBAM User ID will be shown. Admin can clicks on the “Edit” button to
access the IBAM User Details Edit Screen.

Step 3
UserlD: b ]
User Alias: testinglogin001
Name: testinglogin001
Office No.: 213
Mobile No.: 123
Email: a@..com
Group: Admin E
Created By: msstester
Updated By: Tester number 1
Creation Date: 18/01/2011 10:54:44 AM
Updated Date: 13/05/2011 03:45:16 PM
Figure 21 — Administrator Details Edit Screen
1. IBAM display IBAM User Details Edit Screen.
2. Admin edits details and clicks on the “Confirm” button.
The list of supported user status is as following:
Status Description
Normal IB Services is available for the user
Locked User account will be locked after the user perform invalid operation like
failed to login more than 3 attempts
Suspended User account is suspended from using IB. The “Suspend” status can
change to “Normal” status by IBAM Administrator manually. User account
can only be suspended manually by IBAM Administrator
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Step 4:

Successful
User details have been successfully edited

User Details

Figure 22 — Administrator Details Edit Result Screen
1. IBAM updates the edited details to IB Database and display the result to the IBAM user.
4.3.3 Delete administrator
4.3.3.1 Features Description

This feature allow administrator to delete an administrator from IBAM. All users are logically deleted
(mark as deleted), the deleted administrator record(s) still remain in the IB database.

4.3.3.2 Process Flow

IBAM Admin Acces_s To Admin Select admin to be Click “Delete”
U Enquiry Module deleted

Display Existing Admin
IBAM User List

Display delete admin

Display Admin detail
isplay Admin details (-

Diagram 8 — Delete Administrator Diagram

There are 2 participants involved in this process which is User and IBAM. The following are the steps
to delete an administrator:

Step 1:

1. Administrator access to User Enquiry Screen.

2. IBAM display Admin Enquiry Screen.

3. Administrator selects IBAM user to be deleted.

4. IBAM display IBAM user details page.

Step 2:
1. Administrator clicks on “Delete” button.

Step 3:
1. IBAM deletes the selected user(s) from IB Database and go to the result page.
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Step 1:
Search
91 testinglogin001 testinglogin001 Unlocked 17052011 03:24:13 AM 18/05/2011 01:06:04 PM
92 testinglogin002 testinglogin002 Inactive 18/01/2011 11:59:04 AM 18/01/2011 01:06:04 PM
93 testingpass001 testingpass001 Deleted 18/01/2011 12:36:57 PM 18/01/2011 12:36:57 PM
Figure 23 — Administrator Enquiry Screen
1. Admin access to User Enquiry Screen.
2. IBAM display Admin Enquiry Screen.
3. Admin selects IBAM user’s link to be deleted.
4. IBAM display IBAM user details page.
Step 2:
UserlD: 91
User Alias: testinglogin001
Mame: testinglogin001
Office No.: 213
Mobile No.: 123
Email: ag..com
Group: Admin
User Status: Normal
User Force Reset: Disabled
Last Login Date: 18/01/2011 10:56:36 AM
Created By: msstester
Updated By: Tester number 1
Creation Date: 18/01/2011 10:54:44 AM
Updated Date: 13/05/2011 03:45:16 PM
[ Back ] [ Reset Password ] [ Suspend ] [ Edit ] [ Delete ]

Figure 24 — Administrator Enquiry Details Screen

1. Admin clicks on the delete button.

Step 3:

Successful

User have been successfully deleted.

Figure 25 — Delete Administrator Result Screen

1. IBAM deletes the selected admin from IB Database and go to result page as above.
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4.3.4 Reset Administrator Password

4.3.4.1 Features Description

This feature will allow an authorized IBAM user to reset another IBAM user password when he/she
forgot the login password in order for the user to regain access to IBAM.

4.3.4.2 Process Flow

. Access To Admin Select Admin User ID Access Reset \nput ihw pasdvord
IBAM Admin User Enquiry Module from the list Password button P! P
1 T
' l
| '
v Y Y v
IBAM Display Existing Admin Display IBAM Admin Display Admin User Save the new password
User List User Details Screen Reset Password Screen to IB Database

Diagram 9 — Reset Administrator Password Flow Diagram

4.3.4.3 Screen Flow
Step 1:
Search

91 testinglogin001 testinglogin0o Unlocked 17/05/2011 03:24:13 AM 18/05/2011 01:06:04 PM
92 testinglogin002 testinglogin002 Inactive 18/01/2011 11:59:04 AM 18/01/2011 01:06:04 PM
93 testingpass001 testingpass001 Deleted 18/01/2011 12:36:57 PM 18/01/2011 12:36:57 PM

Figure 26 — Administrator Enquiry Screen

1. IBAM User can access to Admin Enquiry Screen by clicking on the “Admin Enquiry” link on the
left navigation menu.

2. IBAM display the Admin Enquiry Screen

3. IBAM User click on a User ID

LAST UPDATED: 18 May 2011 Page 30 of 109
Admin Module Business Requirement Specification Version 1.1

-Private & Confidential



AlBRRR

Step 2:

Qg

Penril
Datability

(SEA) Sdn. Bhd.

(384550-U)

UserlD:

User Alias:
Mame:

Office No.:
Mobile Mo.:
Email:

Group:

User Status:
User Force Reset:
Last Login Date:
Created By:
Updated By:
Creation Date:
Updated Date:

91

testinglogin001
testinglogin001

213

123

a@..com

Admin

Unlocked

Enabled

18/01/2011 10:56:36 AM
msstester

Tester number 1
18/101/2011 10:54:44 AM
17/05/2011 03:24:13 AM

[ Back ] [ Reset Password ] [ Edit ” Delete ]

Figure 27 — Administrator Enquiry Details Screen

1. IBAM display Admin Details Screen of the selected User ID

2. IBAM User click on the “Reset Password” button

Step 3:

UserID:
MName:

User Alias:
User Status:

New Password:

Confirm Password:

91
testinglogin001
testinglogin001
Normal

Figure 28 — Reset Password Screen

1. IBAM display Reset Password Screen.
2. IBAM User input New Password and Confirm Password and click on the “Confirm” button.

Step 4:
Successful
Password has been successfully reset
Figure 29 — Reset Password Result Screen
1. IBAM saves the new password to IB Database.
2. IBAM saves the new password to IB Database and display the result to the user
3. IBAM will force user to change password upon login.
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4.3.5 Suspend Administrator

4.3.5.1 Features Description
This feature will allow an authorized IBAM user to suspend another IBAM user.

4.3.5.2 Process Flow

. Access To Admin Select Admin User ID
IBAM Admin User Enquiry Module from the list

Access Suspend
button

Y

IBAM Display Existing Admin Display IBAM Admin
User List User Details Screen Display suspend result

Diagram 10 — Suspend Administrator Flow Diagram

There are 2 participants involved in this process which is IBAM user and IBAM. The following are the

steps:

Step 1:
1. IBAM User access to Admin Enquiry Screen.
2. IBAM display Admin Enquiry Screen.
3. IBAM User click on a USER ID

Step 2

1. IBAM display Admin Details Screen.
2. IBAM User click on Suspend button

1. IBAM saves the new password to IB Database
2. IBAM display the result screen

4.3.5.3 Screen Flow

Step 1:
Search
91 testinglogin001 testinglogin001 Unlocked 17/05/2011 03:24:13 AM 18/05/2011 01:06:04 PM
92 testinglogind02 testinglogind02 Inactive 18/01/2011 11:59:04 AM 18/01/2011 01:06:04 PM
93 testingpass001 testingpass001 Deleted 18/01/2011 12:36:57 PM 1810172011 12:36:57 PM

Figure 30 — Administrator Enquiry Screen

1. IBAM User can access to Admin Enquiry Screen by clicking on the “Admin Enquiry” link on the
left navigation menu.

2. IBAM display the Admin Enquiry Screen

3. IBAM User click on a User ID
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Step 2:
UserlD: 91
User Alias: testinglogin001
Mame: testinglogin001
Office No.: 213
Mobile Mo.: 123
Email: ag..com
Group: Admin
User Status: Normal
User Force Reset: Disabled
Last Login Date: 18/01/2011 10:56:36 AM
Created By: msstester
Updated By: Tester number 1
Creation Date: 18101/2011 10:54:44 AM
Updated Date: 131052011 03:45:16 PM
[ Back ] [ Reset Password ] [ Suspend ] [ Edit ” Delete ]

Figure 31 — Administrator Enquiry Details Screen

1. IBAM display Admin Details Screen of the selected User ID
2. IBAM User click on the “Suspend” button

Step 3:

Successful
User have been successfully suspended

User Details

Figure 32 — Suspend Result Screen
1. IBAM saves the new Admin status to IB Database and display result.
4.3.6 Activate Administrator

4.3.6.1 Features Description
This feature will allow an authorized IBAM user to activate another suspended admin.

4.3.6.2 Process Flow

. Access To Admin Select Admin User ID Access Activate
IBAM Admin User Enquiry Module from the list button

€--|

IBAM Display Existing Admin Display IBAM Admin

User List User Details Screen Display activation result Q

Diagram 11 — Activate Administrator Flow Diagram

There are 2 participants involved in this process which is IBAM user and IBAM. The following are the

steps:
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Step 1:
1. IBAM User access to Admin Enquiry Screen.
2. IBAM display Admin Enquiry Screen.
3. IBAM User click on a USER ID

Step 2:

1. IBAM display Admin Details Screen.
2. IBAM User clicks on the Activate button to activate suspended user.

1. IBAM saves the new user status to IB Database
2. IBAM display the result screen

4.3.6.3 Screen Flow
Step 1:
Search

First Previous 1 2 Next Last

a1 testinglogin001 testinglogin004 Maormal 13/05/2011 02:45:16 PM
a2 testinglogin002 testinglogin002 Inactive 1810142011 11:59:04 AM
a3 testingpass001 testingpass001 Deleted 1810142011 12:36:57 PM

First Previous 12 Mex Last

Figure 33 — Administrator Enquiry Screen

1. IBAM User can access to Admin Enquiry Screen by clicking on the “Admin Enquiry” link on the
left navigation menu.

2. IBAM display the Admin Enquiry Screen

3. IBAM User click on a User ID

Step 2:
UserID: bl
User Alias: testinglogin001
Mame: testinglogin001
Office No.: 213
Mobile Mo 123
Email: ad..com
Group: Admin
User Status: Suspended
User Force Reset: Disabled

Last Login Date:

18/01/2011 10:56:36 AM

Created By: msstester

Updated By: Tester number 1
Creation Date: 18/01/2011 10:54:44 AM
Updated Date: 1710512011 03:20:40 AM

[ Back ] [ Reset Password ] [ Activate ] [ Edit ][ Delete ]

Figure 34 — Administrator Enquiry Details Screen

1. IBAM display Admin Details Screen of the selected suspended User ID
2. IBAM User clicks on the “Activate” button on suspended user.
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Step 3:

Successful
User have been successfully activated

User Details

Figure 35 — Activation Result Screen

1. IBAM saves the new user status to IB Database
2. IBAM display the result screen

4.4 Viewing Audit Log

4.4.1 Features Description
This feature allows authorized IBAM User to view the audit log that tracking IBAM user activities.

4.4.2 Process Flow

. In id ,from a -
‘ Access to audit log gy sef RS View Audit Log

date long ID, and )
- Details by Log ID

IBAM USER

enquiry screen

Display Audit Log
Listing which search
Display audit Log User ID, Date From, Display audit Log
Enquiry Screen Date To, Activity Details
Category, and

IBAM

Activity Status

Diagram 12 — View Audit Log Flow Diagram

There are 2 participants involved in this process which is User and IBAM. The following are the steps:
Step 1:

1. Admin access to Audit Log Enquiry Screen.

2. IBAM display Audit Log Enquiry Screen.

3.  Admin may input User ID. From Date, To Date and Activity.

4. IBAM display Audit Log Listing which search by User ID. From Date, To Date and Activity.

5. Admin view Audit Log Details by Log ID.

Step 2:
1. IBAM display Audit Log Details.
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4.4.3 Screen Flow

Step 1:
Audit Log
Wser D
Date From * =
Daze To * =
Activity ID
Activity . Change Password -L]
Sanus Select One [
= Dae format - dd mm/yyyy
Searcn
Figure 36 — Audit Log Enquiry Screen
Audit Log
mysadmin 13/05/2011 00:44-22 AM Change Password
o sadmin VEAGSF2000 005 0-8 AM Change Pasywond
| Bk

Figure 37 — Audit Log Enquiry Result Screen

1. Admin can access to Audit Log Screen by clicking on the “Audit Log” link on the left navigation
menu

2. IBAM display Audit Log Enquiry Screen.

3. Admin may input :-

User ID

From Date

To Date

Activity ID

Activity Type

Status

The search/filter mechanism working as OR case, which means all items above are optional

4. Clicked “Search” button.

5. IBAM display Audit Log Listing which search based on the filter selected, or latest 15
transactions/logs if no filter selected.

6. User can view Audit Log Details by select the Activity ID.

Step2:
Audit Log Detail
Activity ID 8228
Transhction Date 130520010 Ol 4 2 2 AM
Usier ID misadmin
Categery Name Change Fasveord
Dhescriptiomn Change pas swond
Status Successful
Reason
[ Beaecs

Figure 38 — Audit Log Details Screen

1. IBAM display Audit Log Details
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5 Service administration
5.1 Managing IB User Group
5.1.1 Create IB User Group

5.1.1.1 Features Description
IBAM System allows grouping of customers through access control matrix.

5.1.1.2 Process Flow

‘Admin user keys in the
‘group name,
description, customer
type, and group access

control matrix’

fccec>Qiythe TREREn Click *Create’ button to

IBAM Admin User Soupiayioatpn create IB user group
module

A y

Display ‘IB User Group! Display ‘Create |B User Save the details to Show the successful
IBAM Enqury Group’ Enquiry Form database message

l€--f-4--~--1

Diagram 13 — IB User Group Creation Flow Diagram

5.1.1.3 Screen Flow
Step 1:

IB User Group Enquiry

1 RIB Group Tester number 1 051212010 05:56:10 PM 07/02/2011 04:16:29 PM

2 BIB Group usermssdelete002 151212010 11:36:10 AM 18/01/2011 02:27:50 AM

Figure 39 — IB User Group Enquiry

1. IBAM user gains access on the IB User Group module.
2. IBAM Systtem displays the existing IB User Group Enquiry Screen.
3. IBAM user clicks on the ‘create’ button to create new ‘IB User Group’.
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Step 2:
Create IB User Group

Step 1 of 2

Group Name: Education Savings Group
Group Description: Fducation

#
Customer Type: |[]3

Group Access:

[7] Retail Internet Banking (RIB)
[] Accounts & Banking (ACC)
[ Account Inquiry Details (LO.D)
[] Al Accounts (ACCO01.EN)
[~] Account Details (ACC01.01)
|| Today's Transaction (ACC01.02)

Figure 40 — IB User Group Access Control Matrix Creation

1. IBAM System shows the ‘IB User Group Creation’ enquiry screen.

2. IBAM user keys in the preferred ‘group name, description, customer type, and group access
control matrix.

3. IBAM user clicks on the ‘confirm’ button.

4. IBAM System will store the information and save them inside the database.

Step 3:
Create IB User Group Result

Step 2 of 2

Successful
Group has been successfully created

Figure 41 — IB User Group Creation Result

1. IBAM System will show the successful message.

5.1.2 EditIB User Group

5.1.2.1 Features Description
IBAM System allows editing defined access control matrix for Retail Internet Banking customers
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5.1.2.2 Process Flow

Accees on the 'IB User . . :
. Group’ Navigation Click on selected grou EdreqUircgnields agH
IBAM Admin User B g |g groyp clicks on “Edit"
module |

h 4 A4 Y

Display ‘IB User Group’ DisplahGroup details Save the details to Show the successful
IBAM Enqury. plajggarotp database message

Diagram 14 — IB User Group Editing Flow Diagram

5.1.2.3 Screen Flow
Step 1:

IB User Group Enquiry

14 Education Savings Group Tester number 1 16/05/2011 03:37:55 PM 16/05/2011 03:41:37 PM
1 RIB Group Tester number 1 051272010 05:56:10 PM 07/02/2011 04:16:29 PM
2 BIB Group usermssdelete002 15272010 11:36:10 AM 18M01/2011 02:27:50 AM

Figure 42 — IB User Group Enquiry Screen

1. IBAM user gains access on ‘IB User Group’ Screen.
2. IBAM System displays the list of the existing IB User Group Enquiry.
3. IBAM user selects the ‘Group ID’ to be modified.
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IB User Group Detail

Group 10 14
Customer Type: 5T
Group Mame: Education Savings Group

Group Description: Aggrobank Savings for Student Plan

Created By: Tester number 1
Creation Date: 16/05/2011 03:37:55 PM
Lipdated By: Tester number 1

Updated Date: 16/05/2011 03:41:37 PM

Group Access:
View [|Edit  Retail Internet Banking (RIB)
View | Edit Accounts & Banking (ACC)

View [ |Edit AccountInquiry Details (LO.0Y)

View [|Edit Al Accounts (ACCO1.EN)
View [|Edit Account Details (ACC01.01)
View .| Edit Today's Transaction (ACC01.02)
View . |Edit Transaction History (ACC01.03)

Figure 43 — IB User Group Access Control Matrix Details

1. IBAM System shows the detail of the existing ‘group access matrix’.
2. IBAM User clicks on the ‘edit’ button.
Step 3:

Edit IB User Group

Group ID: 14
Customer Type: 5T
Group Name: Education Savings Group

Aggrobank Savings for Student Plan

Group Description:

Created By: Tester number 1
Creation Date: 16/05/2011 03:37:55 PM
Updated By: Tester number 1

Updated Date: 16/05/2011 03:41:37 PM

Group Access:

7| View [/] Edi etail Internet Banking
[7] View [7] Edit  Retail Internet Banking (RIB)
[¥]View | Edit Accounts & Banking (ACC)
[¥] View /] Edit Account Inquiry Details (LO.D))

Step 1 of 2

Figure 44 — IB User Group Access Control Matrix Edit
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1. IBAM System shows the ‘User Group’ page that is ready to be edited.
2. IBAM User makes necessary changes and clicks the ‘confirm’ button.
3. IBAM System stores the changes inside the database.

Step 4:
Edit IB User Group Result

Step 2 of 2

Successful
Group has been successfully edited

Figure 45 — IB User Group Access Control Matrix Successful Edit

1. IBAM System shows the successful message.

5.2 Managing RIB Navigation

5.2.1 Features Description

This feature allows IBAM user to edit the navigation menu that will be displayed in Retail Internet
Banking

5.2.2 Process Flow

Admin user keys in the

S name, dexcription,
Accees on the RIB Sel:rctticﬁlilflé)n status, offline
IBAM Admin User Navigation module party { message, naviganle
Navigation Enwuiry .
type, operation hours,

etc

l€--F-4-----

!
'
: :
: '
; i
Y h 4
Display RIB Navigation Display “Edit IB Save the details to Show the successful
IBAM Screen Page Navigation” database message

Diagram 15 - Editing RIB Navigation Flow Diagram

Step 1:
1. Admin User selects the ‘RIB Navigation’ module.
2. IBAM System shows the navigable service for Retail IB. In this case, the Retail Internet
Banking is the root service of the IB module.
3. Admin user clicks on the Edit link.

1. IBAM System shows the IB navigation edit page.

2. User can edit the IB name, description, offline message on the corresponding status
(online/offline), navigable option, operation hour, operation start and end time, weekend
status, quick link, top menu display, and child link display.

3. User click on the ‘confirm’ button after the details had been completed.

4. IBAM System saves the changes on the database which result on the changes that will be
occurred on the IB user system.

Step 3:
1. IBAM System shows the successful message.
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5.2.3 Screen Flow
Step 1:

72 Bt
\./ (SEaA)anr::. aé;gd.

Mavigable Services

16 Mawvigation Emguiny

Betad Internet Banking

Figure 46 — RIB Navigation Enquiry Screen

1. Admin User selects the ‘RIB Navigation’ module.

2. IBAM System shows the navigable
is the root service of the IB module.
3. Admin user clicks on the Edit link.

Step 2:

service for Retail IB. In this case, the Retail Internet Banking

Edit 1B Mavigatksn

Ficde O
Code
e
Cwacrpmos

ey Rrrrage
Reagable
e
s
e ]
Toms

Ogsanc Erd Tae
Terpiped bumuy
Cpasch Link:

ek Lirk Orcher
Fop by Danplay
e R Oy

Apm roEeE Birarg

Dbt &

st =

el w
[mmai -

Dmsbaed

st =

Bach | | Coadem.

Figure 47 — Edit RIB Navigation

1. IBAM System shows the IB navigation edit page.

2. User can edit the IB name, description, offine message on the corresponding status
(online/offline), navigable option, operation hour, operation start and end time, weekend status,
quick link, top menu display, and child link display.

3. User click on the ‘confirm’ button after the details had been completed.

4. IBAM System saves the changes
occurred on the IB user system.

Step 3:

on the database which result on the changes that will be

Edit IB Navigation Result

Successful

Mavigation has been successfully edived

Figure 48 — Edit RIB Navigation Result

1. IBAM System shows the successful message.
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Below is the list of the service inside RIB Navigation that is allowed to be customized:

+ Retall Internet Banking
» Accounts and Banking
= All Accounts
e Account Detaills
e Today’s Transaction
e Transaction History
e Online Transaction History
= Bill Payment
¢ Review Payment History & Future Payment
o Make One-Off Payment
o Make a Payment to A Favorite Payee
o Manage My Favorite Payees
=  Transfer
e Transfer History
o Transfer History
¢ Manage My Favorite Transfers
e Favorite 3rd Party Account Transfer
e Favorite Interbank GIRO Transfer
e New 3rd party account transfer
e New interbank GIRO transfer
¢ Own account transfer
= Fixed Deposit
o Fixed Deposit Placement

= Cheques
e Check Book Re-Order
» Utilities

= Request TAC

= Change Password

= Change Security Question
= Block ATM

5.3 Managing RIB User

5.3.1 Features Description

This feature allows IBAM user to view user details of Retail Internet Banking customers.

5.3.2 Process Flow

User keys in the user
IBAM Admin User

HE

Access on the 'RIB User
Enquiry Side
Navigation

A A Select on a particular User views on a
alias, name, access no, View the search result user ID . ticulat user ddeail
etc to filter the search P

1 1 1
i 1
\ '
1 '
' 1

Y Y

Show the list of the

IBAM search result

{ Display user enquiry }

Fetch the filter criteria
from the user and match
it with the database

-

Shows the IB User
detail on a particular
user

Diagram 16 — RIB User Enquiry Flow Diagram
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5.3.3 Screen Flow
Step 1:

User Alias

MName

Access Mo

TAC Mobile Ma.

Group . | Please select E
User Status . | Please selectE

User Type :  Please selectE

User Creation Date From

|
User Creation Date To : ﬁ

* Date format - dd/'mm/yyyy

Figure 49 — User Search Page
1. IBAM user selects RIB User Enquiry link.
2. IBAM display RIB User Enquiry Search menu.
3. IBAM user input search criteria and click on “Search”.
Step 2:
38 penril AMELITA ABENTAJADO Normal 14/12/2010 02:48:19 PM
Figure 50 — User Search Result Page
1. IBAM displays a list of users based on search criteria.
2. IBAM user select on one of the RIB user.
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Step 3:

IB User Detail
User ID: 38
User Alias: penril
Name: AMELITA ABENTAJADO
D.0.B/Business Reg. Date:  01/011970
Gender: Female
Race: FIL
Address:
Home Mo
Office Mo.:
Mobile Mo.: 0125215525
TAC Mobile Mo.:
Email: amelita@maybank.com.ph

User Status:
Created By:
Updated By:
Creation Date:
Updated Date:

Normal

14/12/2010 02:48:19 PM
14/12/2010 02:48:19 PM

Figure 51 — User Details Page

1. IBAM displays the details of selected RIB user.

5.4 Viewing Retail Internet Banking (RIB) Transactions

5.4.1 Features Description

This feature allows an authorized IBAM user to view Retail Internet Banking transaction activities.

5.4.2 Process Flow

which search by

Enquiry Screen

Access to RIB Inout Search View RIB
IBAM USER Transaction — > put >es P Transaction Details
R Criteria .
Enquiry Screen by Transaction ID
7 — 7
s rd 7
/z’ ’¢’ ’//
//’ ,/ //’
, -
/, ’
/ / A
[ u ’
! \ 4 i
\ 4 \ 4
Display RIB Tranzsstlii)ynl?iztin Display RIB
IBAM Transaction > g > p. v L
Transaction Details

search criteria

Diagram 17 — View RIB Transactions Flow Diagram

There are 2 participants involved in this process which is User and IBAM. The following are the steps:
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Step 1:
1. Admin access to RIB Transaction Enquiry Screen.
2. IBAM display RIB Transaction Enquiry Screen.
3. Admin input search criteria.
4. |BAM display RIB Transaction Listing which search by search criteria input by admin.
5. Admin view RIB Transaction Details by Transaction ID.

Step 2:
1. IBAM display RIB Transaction Details.

5.4.3 Screen Flow
Step 1:

IB Transaction Enquiry

UEr Alas

Uier Mam#

Transaction 10

Transacton ARount From

Tranwiction Amdunt To

Transaction From &ccownt Mo

Transacton To ACcount Bo

Trantacsion Date From ¢ 3
Transaction Date To *

Effective Daze From

EMgcsive Daze To ¢ 3
Transaction Type Fnne salect

THan LACTon SCas Pieass seict | |

4]

* Date farmat - dd’ s vy

Figure 52 — RIB Transaction Enquiry Screen

1. Admin can access to RIB Transaction Enquiry Screen by clicking on the “RIB Transaction
Enquiry” link on the left navigation menu

2. Admin may input search criteria and click the “Search” button. The search/filter mechanism
working as OR case, which means all items are optional.
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IB Transaction Enquiry
FistPrevicus 1 234567801081

201 10503000000002580 Business Reghtered Intrabank 03/05/2011 013038 Successful
User Transfer ™

( 00 5 Business Own Account Transfer 03/05/2011 01:19:28  Successful
User ™

4 Business Registered Intrabank 03/05/2011 125020 Successful
User Transfer ™

011043 0 2583 Business Registered Bill Payment 28/04/2011 051627 Seccessful
User ™

201 10428000000002582 Butiness Registered Intrabank 28/04/2011 114730 Soccessful
User Transfer AM

042 « | Business Registered Intrabank 28/04/2011 104088 Successful
User Transfer AW

Busimess Registered Intrabank 27/04/2011 07:1808 Successful
User Transfer ™

4 574 Business Regitered Intrabank 27/04/2011 071207  Seccessful
User Transfer [

201 10427000000 I Busimess Registered Intrabank 2770472011 07:11:44  Successhul
User Transfer M

042 002572 Buviness Registered Intrabank 27/04/2011 07:10:49 Swccessful
User Transfer L

FirstPrevicus 1 2345678010801l
£y

Figure 53 — RIB Transaction Enquiry Result Screen

3. IBAM display IB Transaction Listing which based on search criteria (Service Type will display
detail up to the Payment Type level such as Interbank Fund Transfer - IBG).
4. Admin can view an IB Transaction Details by clicking on a Transaction ID.

Step 2:
1B Transaction Details
Teanisction ID 20010503 000000002 588
Transaction Description Regi | bark: Tranaf
Transscton Type Registered Intrabari Tranafer
User Hase Butiness User
Teaniaction From Account Mo TEI000CH11
Trantaction To Account Mo TO01 0080
Amount S8.0:0
Effective Dute 0305 2001
Tranibctisn Date O3FOEF2000 0030:35 P
Traniachon 5ot Succeniful
Accountholder's Mame AMILITA ABENTAJADS B

[Back]

Figure 54 — RIB Transaction Details Screen
1. IBAM display IB Transaction Details.
5.5 Create Security Question

5.5.1 Features Description
This feature allows IBAM users to create security question for RIB user to choose preferred security

guestions.
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5.5.2 Process Flow

Access To Security A " Input new security
IBAM Admin User Q_b{ Question ]—)[Select Feateibf e question

Y Y
Display list of security Display security question Dlspllay SECUI'I.ty
IBAM A : question creation
questions creation page

result

Diagram 18 — Create Security Question Flow Diagram

There are 2 participants involved in this process which is User and IBAM. The following are the steps:
Step 1:

1. Admin access to Security Questions.

2. IBAM display list of security questions (if available).

3. Admin clicks on “Create” button.

4. |BAM displays create security question screen.

Step 2:
1. Admin input desired security question.
2. IBAM saves the security question into IB database and displays result screen.

5.5.3 Screen Flow
Step 1:

Security Questions

&l What is your mother's maiden name? admin01 18012011 12:47:17 AM
2 What is your favourite color? admin01 18/01/2011 12:03:05 AM
3 What is your favourite pet? admin01 18/01/2011 01:33:59 AM
Figure 55 — List of Security Questions Screen
1. Admin access to Security Questions.
2. IBAM display list of security questions (if available).
Step 2:
Create Security Question
Security Question: What is your favourite colg
Figure 56 — Create Security Question Screen
1. Admin clicks on “Create” button.
2. IBAM displays create security question screen.
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Create Security Question Result

Security question has been successfully created.

Figure 57 — Create Security Question Result Screen

1. Admin input desired security question.
2. IBAM saves the security question into IB database and displays result screen.

5.6 Secured mailbox

5.6.1 Features Description

The Secured Mailbox shall used to send and receive messages to Retail Internet Banking.

There are 3 categories that messages will fall into:

1. Inbox — messages received.
2. Sent Mail- messages sent.
3. Archive — archived messages

IBAM users can send messages to all IB user or filter based on specified criteria. IBAM User shall
select the banking site when sending new message.

Messages from IB Users are accessible by all IBAM User with the appropriate access rights. IBAM
Users are treated as a whole entity instead of individuals. 1B user would not be able to see messages

sent by the other IB users.

5.6.2 Send Message to RIB User

5.6.2.1 Filtered by specified criteria

5.6.2.1.1 Process Flow

Access To

Secure Mailbox

IBAM Admin User
A

Select “Send

New Message”

Select “Filter
by Criteria”

Input search
criteria

Select
user(s)

Compose
message and
click “Send”

Click

“Confirm”

Display Secure
Mailbox screen

IBAM

Display select
user page

Display
search
criteria page

Display search
result page

Display
compose
message

page

Display
confirmation
page

Display
compose
message

result page

Diagram 19 — Send Message to RIB User

There are 3 participants involved in this process which is IB User, IBAM User and IBAM System.
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The process has the following steps:

Step 1:

1. IBAM User access to Secure Mailbox screen.
2. IBAM System display Secure Mailbox screen.
3. IBAM User selects Send New Message.

Step 2:

1. IBAM System display Send Message Screen.
2. IBAM User selects on user and input message.
3. IBAM User clicks on “Send” button.

Step 3:

1. IBAM System display Send Message Confirmation Screen.
2. IBAM User confirms to send message.

3. IBAM User views the Send Message Result Screen

5.6.2.1.2 Screen Flow

Penrril

o

Step 1:
Secure Mallbox
rhax el lensagen  Archive
] Subject Sate
O R e Consumar Banking
O s CORLES
[0 sesican arcchive CORLIS
O resican acchive CORLES

Oste

200017 1355570
2078 0=0s3-01 0100000 10
2000-0:3-02 0000020112
2071000802 (Wx0070 1.0

Send New Message

Figure 58 — Secured Mailbox Screen

1. IBAM User access to Secure Mailbox screen.
2. IBAM System display Secure Mailbox screen.

3. IBAM User clicks “Send New Message” button to send message to IB Users.

Step 2:

Fend 1o

rhax | Sel Bessagen  Arcewe

Sitg; | Busingss Inlemnat Baniing |+

Send | Filbed by critena ¥

Figure 59 — Select Recipient Site Screen

1. IBAM User chooses the Recipient’s Site and Send Type.
2.  IBAM User clicks “Next” button.
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Step 3:
Search Reciplent
Phax  Semi Messagen  Aroear
Sin Consumar Banking
Hame
IC Humbar;
ERabaProvine:
Gty
ZipFostal code
Dbt 24 Bt e
S TG Flaase sebacl -
INCHT T Plaasa selact b
Lantal 5185 Plaata aslar] v
Ootupation: Plaase selacl ol
Gander Ploase seleci
Employrmént Satus Plaase salac)
Educabion Lavel Plaasa selac b
Figure 60 — Recipient Input Screen for Retail User
1. IBAM System display Recipient Input Screen.
2. The screen will show Retail User Input Screen based on the Recipient’s site selected on the
previous page.
3. IBAM User input recipient detail and click on “Search” button.
4. Display no result found page if the criteria return no result (refer Figure: No Result Found
Screen).
5. Display matching result page if the result match with specific user (refer Figure: Matching Result
Screen)

PO

Select Recipient

Senl Messaged  Archive

M rasul found!

Figure 61 — No Result Found Screen

Select Reciphent

Piex | Sent Ussipes

Arghing

| - AEILEACE (U SDN BHD

0O =2 HARTASUIL SN BHD

Back | Compose

Figure 62 — Matching Result Screen
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Step 4:

Compose Mail
e SestUeasapes  Archue
T 2 MBIy usars Show Seleched usen

T

5538

._ Back ][ Send ]

Figure 63 — Send Message Screen

1. IBAM System display Send Message Screen.
2. IBAM User clicks on “Send” button.

Step 5:

Confirm Mail
riztel | Smet Uessapes  Archoe  Subect arienance

2 malching users Show Eelled usars
Subject  Fund Transier Enguiry
Llgssape

Back | Conlem

Figure 64 — Send Message Confirm Screen

1. IBAM System display Send Message Confirm Screen.
2. IBAM User confirms to Send Message.

Step 6:
Résult
o Vnnagen  Aritay
> » )
Figure 65 — Send Message Result Screen - Successful
LAST UPDATED: 18 May 2011 Page 52 of 109
Admin Module Business Requirement Specification Version 1.1

-Private & Confidential



A [BARR

72 Bt
\./ (SEaA)anr:: aé;gd.

Result

Pizen | Sesi Usasapss  Archue

Ureeue cessul
Fadlgd o seend Merw Migisages)

Figure 66 — Send Message Result Screen - Failed

1. IBAM System stores the message and recipient.
2. IBAM System displays the Send Message Result Screen.

5.6.2.2 Send to all

5.6.2.2.1 Process Flow

Access To Secure
Mailbox

IBAM Admin User

Select "Send New
Message”

Select “All user”

Input message and
select “Send”

Select “Confirm”

Display Secure Mailbox
screen

IBAM

Display select user page

Display compose
message page

Display message send
result page

Display confirmation
page

Diagram 20 — Send Message to All Flow Diagram

5.6.2.2.2 Screen Flow
Step 1:

Secure Mailbox

Wb | Sord Masdaged | Archive

Ra @ Loet ATM Cand
R - Funds Tramsser Enguary

R : Fundt Trarfes Enguary

e e Wl w

Ra - ATM Enguiry

[ Send Tosechive

Consumér Banking
Consumir Banking
Congumir Banking

Consurmier Banking

20NH-13 1E22.08.0
20N H4-13 1657240
2000H04-13 1522080
20NH4-13 1457240

[ Sand New Mestage J

Figure 67 — Secured Mailbox Screen

1. IBAM User access to Secure Mailbox screen.
2. IBAM System display Secure Mailbox screen.

3. IBAM User clicks “Send New Message” button to send message to 1B Users.
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Step 2:

Send 1o

Feo | SesiUessapes | Archve

Sne Busineds imemat Banking  »
Send: | AllLsaers s

Figure 68 — Select Recipient Site Screen

1. IBAM User chooses the Recipient’s Site and Send Type to “All Users”.
2. IBAM User clicks “Next” button.

Step 3:
Compose hail

Pt Sl Upanighs ArTRAE

2 AR Ul Show Deleoed ulan

Subject | Fund Tranwler Enguary

Back | Send

Figure 69 — Send Message Screen
1. IBAM System display Send Message Screen.
2. IBAM User input and format message.
3. IBAM User clicks on “Send” button

Step 4:

Confirm Mail

W | SestUessages  Archie  Subiect Mantensnce

Ta 2 malching Gieds Show Belelied Ears
Subject  Fund Transter Enguiry
Lipssape

Back | Conlem

Figure 70 — Send Message Confirm Screen
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1. IBAM System display Send Message Confirm Screen.
2. IBAM User confirms to Send Message.

Step 5:

Result

d | SestUieasapss  Archive

CEE RN il

Figure 71 — Send Message Result Screen
1. IBAM System stores the message and recipient.

2. IBAM System displays the Send Message Result Screen.
3. IBAM User views the Send Message Result Screen

5.6.3 Read Message
5.6.3.1 Process Flow

(SEA) Sdn. Bhd.

(384550-U)

Select “Inbox" tab Select message in list

Access To Secure
IBAM Admin User Mailbox

Y Y

Display Secure Mailbox

IBAM e Display list of message Display message details

Diagram 21 — Read Message Flow Diagram

Step 1:

1. IBAM User access Secure Mailbox screen.

2. IBAM System display Secure Mailbox screen.
3. User select message category.

Step 2:
1. IBAM System displays the messages under the selected message category.
2. IBAM User by clicking on the link.

Step 3:
1. IBAM System displays the message and the existing replies of the message.
2. IBAM User views the messages.
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5.6.3.2 Screen Flow

Step 1:

Penrril

Q4

Fecure Mallbox

rhan  Seni Hessages

Subject
O retew
i
O sesien sconive
L) restoew arcchive

Sand by Arthrod

Arokie

Consumar Banking
CORLS
CORLS

CORLS

2090-08-1T 1X55:57.0

20°90-08-01 01:00:00.0
2000-08-02 00Dy

2040-08-02 00010

Sard Néw Mettage

Figure 72 — Secured Mailbox Screen

1. User access Secure Mailbox screen.
2. IBAM System displays the messages in the inbox.
3. User selects the specified message by clicking on the link.

Step 2:

Datability

(SEA) Sdn. Bhd.

(384550-U)

Message Datail
ey Sesi Ueasapes

Re: Lost ATM card

Uessage

Arrhne

Frsm AR
Subject R Lost ATM card
Diate 2000-08-17 1533220

| Raply ” Archive || Back “_ Print |

Figure 73 — Message Detail Screen

1. IBAM System displays the message details.
2. User views the messages.
3. User can either choose to Reply Archive | or go back to Message List.
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5.6.4 Reply Message
5.6.4.1 Process Flow

Penril
Datability

(SEA) Sdn. Bhd.
(384550-U)

N\
(S

Access To
Secure
Mailbox

0

IBAM Admin User

Select
“Inbox" tab

Selectsa
message

Compose
message
and select
“Send”

Select
“Confirm”

Display
Secure
Mailbox
main page

IBAM

Display list of
inbox
message

Display
message
details

Display reply
message
page

Display
confirmation
page

Display reply

result page

Diagram 22 — Reply Message Flow Diagram

Step 1:
1. User access Secure Mailbox screen.

2. IBAM System displays the messages in the inbox.

3. User selects the specified message by clicking on the link.

Step 2:

1. IBAM System displays the message details.

2. User views the messages.

3. User can either choose to Reply, Archive or Back.

Step 3:

1. When the user chooses Reply, a compose message screen will appear.
2. User will add the message onto the previous message on the Message field.

3. Click Send after finished keying in the message.

Step 4:

1. IBAM System display Send Message Confirm Screen.

2. IBAM User confirms to Send Message.

Step 5:

1. IBAM System stores the message and recipient.

2. IBAM System displays the Send Message Result Screen.
3. IBAM User views the Send Message Result Screen
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5.6.4.2 Screen Flow
Step 1:

Fecure Mallbox

Fhax | Senl Messages  Arohie

| Sulsject

O A tes Consumss Banking 2000817 1155570

O s CORILES 2010-08-01 01:00000.0

O cesicss swcchive CORLE 20A0-04-02 G001

O restom wcchive CORLS 20110-08-02 00:00:01.0

Send o Archros Sand New Message

Figure 74 — Secured Mailbox Screen
1. User access Secure Mailbox screen.
2. IBAM System displays the messages in the inbox.
3. User selects the specified message by clicking on the link.

Step 2:

Message Detail
el | SesiUsssapes  Archue

Re: Lost ATM card

Fram TR

Subject Rw Losi ATM casd
Date 2010-08-17 15330220
Uassaga

[ Repty || Avchive [ Back || Punt |

Figure 75 — Message Details Screen

1. IBAM System displays the message details.
2. User views the messages.
3. User can either choose to Reply, Archive or Back button
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Step 3:

R&ply Mail
Pze | Sestlessapss | Archive
Ta = T
Subiett  Rec LostATM cand
11855358 .
TH cazd
7 18:33:33.0 -
Back || Ssnd

Figure 76 — Reply Message Screen

1. When the user chooses Reply, a Reply message screen will appear.

2.

User will add the message onto the previous message on the Message field.

3. Click Send after finished keying in the message.

Step 4:

Confirm Mail
el | Saer USESSEE  Archie
Ta SEMMpUS e
Subjert  Rec Lot ATM card
15538 L
w
._ Back ][ Send ]

Figure 77 — Confirm Message Screen

1. IBAM System display Send Message Confirm Screen.
2. IBAM User confirms to Send Message.

Step 5:

Result

Fioc | SestUessages | Archae

Liails | Susoesaial fauni

Figure 78 — Send Message Result Screen
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1. IBAM System stores the message and recipient.
2. IBAM System displays the Send Message Result Screen.
3. IBAM User views the Send Message Result Screen.

5.6.5 Archive Message

5.6.5.1 Process Flow

Access To Secure A y
IBAM Admin User Q—>{ Mailbox ]—P{ Select “Inboxe” tab

Select messages and
click “Send to Archive”

Y Y
Display Secure Mailbox Display list of inbox . )
IBAM main page message Display list of message

Diagram 23 — Archive Message Flow Diagram

Step 1:

1. User access Secure Mailbox screen.

2. IBAM System display Secure Mailbox screen.
3. User select message category.

Step 2:
1. IBAM System displays the messages under the selected message category.
2. User checks the checkbox for all the messages that need to be archived.

Step 3:
1. IBAM System displays the list of messages to be archived and ask for confirmation.
2. User confirms the archived messages.

Step 4:

1. IBAM System displays the Archive Message Result screen.
2. User views the Archive Message Result screen.

5.6.5.2 Screen Flow

Step 1:
Secure Mallbox
W | SesiUsssapes  drchue

B ugect Site Date

E  Re st ATU card Consumer Bading

O e view Consumaer Banking

O L2 4] CORUS 2000-08-31 012002220
L restore arcchive CORUS 2010-08-0F DO7D0D1.0
O restors arcchive CORUS 2010-08-02 00:00:91.1

Figure 79 — Secured Mailbox Inbox Screen

1. User access Secure Mailbox screen.
2. IBAM System display Secure Mailbox screen.
3. User selects the messages to be archived by checking on the checkbox next to it.
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4. User also can select all the messages to be archived by checking the checkbox on top of the list
5. Click on the “Send to Achive” button to archive the selected messages.

Secure Mailbox

W | Searliessages  Aschie

OO restone arcehive CORUS 2010-08-02 00:00:51.0
O rastorg arcchive CORLIS 2010-08-02 000000 1.0
: Sand b Aschive ] Sand Mew Message ]

Figure 80 — Archive Message Result Screen

5.6.6 Read Sent Message

5.6.6.1 Process Flow

Access To Secure Select *Send Message” Select R list
IBAM Admin User Mailbox tab elect message in is

4 ¥
Displ Mail Display list of . i
- isplay Secure Mailbox bRyl thisent Display message details
main page message

Diagram 24 — Read Sent Message Flow Diagram

Step 1:
1. User access Secure Mailbox screen.

2. IBAM System display Secure Mailbox screen.

3. User selects “Sent Message” by clicking on the tab.

4. IBAM System displays Sent Message Screen.

5. User selects the specified message by clicking on the link.

Step 2:

1. IBAM System display Sent Message Detail Screen.

2. User views the messages.

3. User click button Reply to compose message, Archive to send the message into archive
messages list and Back to go to Sent Message List.
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5.6.6.2 Screen Flow

Penrril
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(SEA) Sdn. B
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hd.

384550-U)

Step 1:
Jecure Mallbox
Phan | Seni Messages  Archie
First Previous 1 2 Had Lot
]
O m CORLS 20M0-08-17 18:54:430
0 FunBional fest Subject CORLS 2080-03-18 14:49:210
O sangreg CORLS 2000-08-17 15:55:30.0
[ Fund Transter Enguiry CORLS 2010-08-17 17:31:34.0
O Reiiost ATH card CORLS 200-08-17 1008355
[ Fund Transter Emguiry CORL 2010-08-17 15:45:17.0
O sesting ooz CORLS 2090-08-02 11:48:81.0
0 imsting D01 CORLS 2090-08-09 1140012 0
: [Recresiors ancchieg CORLES 20°90=-08-0% 11:49:31.0
0O mepas CORE 200-08-1% 1323108
First Presvious 1 2 Hgs] Lagt
Figure 81 — Sent Messages List Screen
1. User access Secure Mailbox screen.
2. IBAM System display Secure Mailbox screen.
3. User selects “Sent Message” by clicking on the tab.
4. IBAM System displays Sent Message Screen.
5. User selects the specified message by clicking on the link.
Step 2:
Message Detail
ol | Seet Uensapes || Apchive
234
Frami CEruEAamin
Eubject 234
Date 200017 16:54:43.0
Hassaga
| Archiva I| Back “_ Pnnt]
Figure 82 — Sent Message Details Screen
1. IBAM System display Sent Message Detail Screen.
2. User views the messages.
3. User click button Reply to compose message, Archive to send the message into archive

messages list and Back to go to Sent Message List.
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5.6.7 Archive Sent Message
5.6.7.1 Process Flow

Access To Secure Select “Sent Message” Select messages and
IBAM Admin User Mailbox tab click “Send to Archive”

Y Y
Display Secure Mailbox Display list of Sent Display list of Sent
IBAM main page messages message

Diagram 25 — Archive Sent Message

Step 1:

1. User access Secure Mailbox screen.

2. IBAM System display Secure Mailbox screen.
3. User selects “Sent Message”.

Step 2:
1. IBAM System displays the messages under the selected message category.
2. User checks the checkbox for all the messages that need to be deleted.

Step 3:
1. IBAM System displays the list of messages to be deleted and ask for confirmation.
2. User confirms the deletion.

Step 4.
1. IBAM System displays the Delete Message Result screen.
2. User views the Delete Message Result screen.

5.6.7.2 Scrgen Flow
Secure Madbox

PEdE et Veseages  Archae

B8 L L

E funioned st Sutpect ok

B amps SRS 20100817 154530
=l Fumd Tramsler | ropuiry

Bl R Lowt ATH candd GRS

= o Toaender [rogury

E weang 002 Co 20000009 1144 51
T ORLS

=l Rerestons sCchine CORLS

= meldd

Gand 1o Arthwia

Figure 83 — Secured Mailbox Sent Messages List Screen

1. IBAM System stores the message and recipient.
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2. IBAM System displays the Mailbox Sent Messages List Screen again.
3. IBAM System will display again the Mailbox Sent Messages List Screen.

5.6.8 Search Archive

5.6.8.1 Process Flow

Select“Archive” tab Input search criteria

Access To Secure
IBAM Admin User Mailbox

Y Y

Display Secure Mailbox Display list of archive Display list of message
IBAM main page message by searched criteria

Diagram 26 — Search Archive Flow Diagram

Step 1:

1. User access Secure Mailbox screen.

2. IBAM System display Secure Mailbox screen.
3. User select message category.

Step 2:
1. IBAM System displays the messages under the selected message category.
2.  User selects on the dropdown list whether to find for subject or site or date

Step 3:
3. IBAM System displays the list of messages result found screen.
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5.6.8.2 Screen Flow
Step 1:

Secure Mailbox

Bine Seat Usasagss | Acchue

Saarch By

Subieed
Suby Plaasa salact w
DCrabe

Fiom

To

Fiest Preicars 1 2 e Last

643 CORUS 2010-08-011 01:00:00.0
R Lost ATH cand Conpumear Baniing 2010-08-17 1533220
R by Cofrsumar Banking 2010-08-17 13:55:57.0
ratore anchiv CORUE 2010-08-02 12:55-28 0
ratong anchivg CORUS 2010-08-02 125525.0
raling i CORUS 2010-08-02 12:55:28.0
reslore arcchivg CORUS 20 10-08-02 000D0D.0
test saarch 4 CORUS 20 10-08-0 00700000
PEHLON Brechive CORUS 2010-08-02 000005
s saanch 3 CORUS 2010-08-04 0000053 0

Firsd Prewious 1 2 e Lask

Figure 84 — Secured Mailbox Archive Screen

1. User access Secure Mailbox screen.
2. IBAM System display Secure Mailbox screen.
3. User select message category.
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Fecure Mallbox

Phax  Sent Messagel | Arotne

Sgarch @

Subject
e Please salact i
Date

From: |Consumsr inbemat Baniong
Bissingss Inlarmat Banking
Cons

Ta

Firsl Prisdous 1 2 Had Lt

Subjisct

43 CORLS 2000-08-01 01:0000 0
R Laat ATU cand Coansumar Banking 2000-08-17 1533220
He Neyd Consumer Banking 20 0-08-1F 138857 &
weloig achive CORLE 2040-08-02 155280
TRl i CORLIS 2000-08-02 1255260
g S CORLE 2010-08-02 1285260
resiong arcchive CORLES 20 0-08-02 0000010
inst search 4 CORLES 2000-08-02 000000
FERonE arcchive CORLS 2010-08-02 000002000
Best seant 3 CORLS 2010-08-04 00000 0

First Pravious 1 2 Hax Lagt

Figure 85 — Search Archived Screen

1. IBAM System displays the messages under the selected message category.
2. User selects on the dropdown list whether to find for subject or site or date

Step 3:

Fecure Mallbox

mhax  Senillessages | Archive

Search B

Subjech
8w Fleais salect hd
Date

From

Ta

Re: Lost AT card Consumsr Banking 2090-08-1F 15:33:22 0
IRz g Congsumsr Banking 2040-08-1T 1X5557.0

Figure 86 — Search Result Screen

1. IBAM System displays the list of messages result found screen.
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5.6.9 Read Archived Message
5.6.9.1 Process Flow

/&/ Datability

(384550-U)

IBAM Admin User Select message in list

pcess To AR Select“Archive” tab
Mailbox

Y Y

Display Secure Mailbox
IBAM main page

Display list of archive
message

Display message details

Diagram 27 — Read Archive Flow Diagram

Step 1:

1. IBAM User access Secure Mailbox screen.

2. IBAM System display Secure Mailbox screen.
3. User select message category.

Step 2:
1. IBAM System displays the messages under the selected message category.
2. IBAM User by clicking on the link.

Step 3:

1. IBAM System displays the message and the existing replies of the message.
2. IBAM User views the messages.

5.6.9.2 Screen Flow

Step 1:
Secure Mallbax
bt Sest LsEsdgEs | Arthig
Saanch B
=m Plaage selact =
Crata
et
Subpact Sile Date
R Lost AT card Congumar Baniing 2090-08-17 15233320
Rk Hirar Consumer Banving 2000-08-17 13:55:57.0
Figure 87 — Secured Mailbox Archive Screen
1. IBAM System displays Archive Screen.
2. User access Secure Mailbox screen.
3. IBAM System display Secure Mailbox screen.
4. User selects “Archive” by clicking on the tab.
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Step 2:

Message Detall
mhax  SendMesssges | Arctie

R Lost ATM ¢ard

Firom DRMOUSET

Bubject Ra: Lot AT cand
Dale 2090-08-17 15332210
Liggeage

| Restors || Back ][ Pre |

Figure 88 — Archive Details Screen

1. IBAM System display Archive Detail Screen.
2. User Back button to go back to Archive messages list page.
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6 Content management

6.1 Bank Branch

6.1.1 Create Bank Branch

6.1.1.1 Features Description

Allow IBAM user to create bank branch for the use of Retail Internet Banking application to display

branch accordingly

6.1.1.2 Process Flow

i d Ser Keys Tn the brand
Aggeesgiithe Select 'BANKBRANCH' Y arentcyate ory! User clicks at the code, name, address,
{BAM Admin U: ‘Content’ Navigation Click ‘Create Content’ P gory’ Y . post code, contact no.,
imin User category value. (e.g.: Local create content’
module faxno., area code and
Branch) e

¥ ¥
Show the added. Validate the user
Display ‘BANKBRACH' 1B Show the ‘Create parent category inside Displays the bank inputs and save the
1BAM BsrleviE doniSniTvbe Content Category’ Page the ‘Browse 1B branch new form information to the
Content’ page database.

Diagram 28 — Create Bank Branch Process Flow

6.1.1.3 Screen Flow
Step 1:

Home

IB Content Type

BAMKBRAMCH
FRODUCTTYFPE
CURREMCYCODE
FPAYEE
SERVICEINFO

Figure 89 — Content Module

1. Admin user clicks on ‘content’ navigation.
2. IBAM System displays the ‘IB Content Type’.
3. Admin user clicks on the ‘BANKBRANCH'.

Step 2:
Home > BANKBRANCH > Search

Browse IB Content

BANKBRANCH

Category List

Create Categary

Figure 90 — Create Category Button

1. IBAM System displays the ‘category list’” which is displayed under the BANKBRANCH parent
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directory.
2. IBAM user clicks on the ‘Create Category’.

Step 3:
Home > BANKBRANCH > Search

Create Category

|IB Content Type: BANKBRAMCH
Parent Category: Local

Figure 91 — Parent Category Name Input

Home = BANKBRANCH > Search

Browse IB Content

BANKBRANCH
Category List
Local Edit Delete

Create Category

Figure 92 — New Category Name Listing

IBAM System displays the ‘create category’ screen page.

Admin user keys in the parent category name. For instance, ‘Local Branch 1’ will be created as
Parent Category under the ‘BANKBRANCH'.

Admin user click ‘done’ button.

IBAM System saves the parent category that has been created in the database.

IBAM System shows the parent category that has been created.

Admin users click on the parent category that has been created.

N

ook w

Step 5:
Home > BANKBRANCH > Search > Local

Browse IB Content

BANKBRANCH

Local

Create Category
Content List
Create Content
Figure 93 — Create Content
1. Click on ‘create content’.
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Step 6:

Home = BANKBRAMNCH = Search = Local Branch 1

Bank Branch
Category: Local Branch 1
Branch Code: KL12345
Branch Name: KL Branch
Branch Address: Mon't Kiara
Post Code: 58032
Branch Contact No.: 6012345678
Branch Fax No.: 6012345679
Branch Area Code: 12345
Status: On-ine [=]

Figure 94 — New Bank Branch Creation

1. IBAM System shows the empty ‘Bank Branch’ Form.

2. IBAM user keys in the branch bank details.

3. IBAM System saved the bank branch details inside the database and shows the bank branch
under the BANKBRANCH category.

Home = BANKBRANCH > Search > Local

Browse IB Content

BANKBRANCH

Local

Create Category
Content List
KL Branch Details
Figure 18.1.3.7 New Bank Branch List
6.1.2 Edit Bank Branch
6.1.2.1 Features Description
Allow admin user to edit bank branch details.
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6.1.2.2 Process Flow
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(384550-U)

Qg

Accees on the

IBAM Admin User ‘Content’ Navigation

O

Select 'BANKBRANCH'
category

Ser keys in the brandl
Click ‘Details' on the User clicks on the ‘edit’ 4 - gl
button
no., area code and
status

., f:
selected content’ code, contact no., fax

module
1
Y Y
1 { Validate the user
Display IB Content T Display ‘BANKBRACH’ IB Show the details of Shows the ‘edit bank inputs and save the
IBAM =Ry B e ype Content selected content branch’ screen information to the

database.

Diagram 29 — Edit Bank Branch Flow Diagram

6.1.2.3 Screen Flow
Step 1:

Home > BANKBRANCH > Search > Local

Browse IB Content

BANKBRANCH

Content List

KL Branch

Local

Create Category

Details

Create Content

Figure 95 — Click on Details on selected Content

1.
2.

IBAM user clicks on the selected content.
IBAM System shows the IB Content within the selected content.
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Step 2:
Home > BANKBRAMNCH > Search > Local

BANKBERANCH

Local

Branch Code Al2

Branch MName KL Branch
Branch Address: Mon't Kiara
FPost Code: 57203
Branch Contact Mo.: 60312345678
Branch Fax No.: 60312345679
Branch Area Code: MK12345
Status On-Line

Figure 96 — Details of selected content
1. IBAM system shows the details of the selected content.
2. IBAM user clicks on the ‘edit’ button.
Step 3:
Home > BANKBRAMNCH > Search > Local
Edit Bank Branch
Categary: Local
Branch Code: A2
Branch Mame: KL Branch
Branch Address: Mon't Kiara
Post Code: 57293
Branch Contact Mo 60312345678
Branch Fax No.: 60312345679
Branch Area Code: MK12345
Status: On-line E

Figure 97 — Edit Details of Selected Content

1. IBAM system displays the editable form to allow IBAM user make changes on the existing

content.
2. IBAM user keys-in the detail and click ‘update’.
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3. IBAM system saves the information back to the database.
6.1.3 Delete Bank Branch

6.1.3.1 Features Description
Allow admin user to edit bank branch details.

6.1.3.2 Process Flow

‘Corf\tcec:t?sl\lzr\]/ithaetion Select 'BANKBRANCH' Click ‘Details’ on the User clicks on the 4 ‘C:’J:\Sl:rl:‘?ﬁ ::atrt‘:el'
IBAM Admin User 9 category content ‘delete’ button 1 ’
module button!

Y A Y
; ‘ L Displays the parent
3 Display ‘BANKBRACH' IB Show the details of Shows the b
IBAM Risit SVIBICRE U o Content content confirmation screen categgry I:,cal Bznch

Diagram 30 — Delete Bank Branch Flow Diagram

6.1.3.3 Screen Flow
Step 1:
Home > BANKBRANCH > Search > Local

Browse IB Content

BAMKBRANCH

Local
Create Category

Content List
KL Branch Details

Create Content

Figure 98 — Click on Details on selected content

1. IBAM user clicks on the selected content.
2. IBAM System shows the details of content.
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Step 2:
Home > BANKBRAMNCH > Search > Local

BANKBERANCH

Local

Branch Code Al2

Branch MName KL Branch
Branch Address: Mon't Kiara
FPost Code: 57203
Branch Contact Mo.: 60312345678
Branch Fax No.: 60312345679
Branch Area Code: MK12345
Status On-Line

Figure 99 — Details of KL Branch
1. IBAM system shows the details of the ‘KL Branch’.
2. IBAM user clicks on the ‘delete’ button.
Home > BANKBRANCH > Search > Local
Delete IB Content Category
Are you sure want to delete KL Branch?

Figure 100 — Confirmation upon Deletion
3. IBAM system displays the confirmation page whether the Admin user decides to confirm the

deletion or cancel the action.
4. IBAM system shows the parent directory back.

6.2 Product Type
6.2.1 Create Product Type

6.2.1.1 Features Description
Allow admin user to add bank product type that is offered to Retail Internet Banking customers.
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6.2.1.2 Process Flow

‘ConAtCec:te;SI\l:?lithaetion SeRFC %y dicelt, & User clicks on create Input required fields
IBAM Admin User moduleg “PRODUCTTYPE" Category el e

4 Jv v
. | 3 System validates and
Display IB Cdntent Type Dlspla\éz;:::tct type Dlspclaatyeseo\ected Display crzatee Product v ey i
9o Pag inside the database

Diagram 31 — Create Product Type Flow Diagram

IBAM

6.2.1.3 Screen Flow
Step 1:

Home

IB Content Type

BAMKBRAMCH
PRODUCTTYPE
CURREMNCYCODE
PAYEE
SERVICEINFO

Figure 101 — Content Module

1. Admin user clicks on ‘content’ navigation.
2. IBAM System displays the ‘IB Content Type’.
3. Admin user clicks on the ‘PRODUCTYPE'.

Step 2:
Home = PRODUCTTYPE > Search

Create Category

IB Content Type: PRODUCTTYPE
Parent Category: Agrobank

Figure 102 — Create Category Screen

1. IBAM System displays the ‘category list’ which is displayed under the PRODUCTTYPE parent
directory.
2. Admin user clicks on the ‘Create Category’.
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Fiamr = FROOUCTTYFE = Search

Hrowse IH Content

PROCLCTTYFR

Categary Lint

CraEm Catagary

Figure 103 — Parent Category Name Input

Step 3:

1. IBAM System displays the ‘Create Category’ Enquiry Form. Type ‘Agrobank’ for example.
2. IBAM shows the category list parent, and newly created category name will be displayed.
3. Admin user chooses the category name ‘Agrobank’.

4. Create content

Fome = FROALTTYHE = Saarch

Hrowise IH Cantent

PROCLECTTYFE
Canegery Lini
Egezbani [ =]

Figure 104 — New Category Name Listing

5. IBAM System displays the ‘create category’ screen page.

6. Admin user keys in the parent category nhame.

7. Admin user click ‘done’ button.

8. IBAM System saves the parent category that has been created in the database.
9. IBAM System shows the parent category that has been created.

10. Admin users click on the parent category that has been created.

Step 5:
Home = PRODUCTTYPE > Search > Agrobank
Browse IB Content
PRODUCTTYPE
Agrobank
Create Category
Content List
Create Content
Figure 105 — Create Content Screen
1. Click on ‘create content’.
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Step 6:
Home > PRODUCTTYPE > Search > Agrobank

Product Type

Category: Agrobank

Product Code:

Lang Mame:

Short Name:

Display Mame:

Currency Code:

Minimum Amount:

Account Type: Please select E
Status: Off-ine E

Figure 106 — New Product Creation

1. IBAM System shows the product creation page.
2. Admin user keys in the branch bank details.

Home = PRODUCTTYPE > Search = Agrobank
Browse IB Content
PRODUCTTYPE
Agrobank

Create Category
Content List

Current Account Details
Create Content

Figure 107 — Refreshed Product List

3. IBAM System saved the product into IB database and reloads the content list to reflect the
changes.

6.2.2 Edit Product Type

6.2.2.1 Features Description
Allow admin user to edit bank product type that is offered to the bank user.
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AGRO

BANK ’\'/

6.2.2.2 Process Flow

‘Cor/:tcec:te’sl\l(:\lith:tion Select Click on *Details’ on User clicks the edit lEdit Wauired detai‘ls
IBAM Admin User moduleg “"PRODUCTTYPE" | either product button £
) |
4 Y {,

‘ ! Syst lidat d

stem validates an

A Display Product type Display the details of the| Shows the ‘Edit % .
IBAM Display |B Cantent Type Content selected product Product’ Page & iRl
i inside the Qatabase

Diagram 32 — Edit Product Type Flow Diagram

6.2.2.3 Screen Flow
Step 1:
Home > PRODUCTTYPE > Search > Agrobank

Browse IB Content

PRODUCTTYPE

Agrobank

Create Category

Content List
Current Account Details

Create Content

Figure 108 — Product Type Menu

1. IBAM User access to Content Menu and Selects on PRODUCTTYPE.
Step 2:
Admin Group Home = PRODUCTTYPE > Search > Agrobank
Admin Enquiry PRODUCTTYPE
Admin Navigation Agrobank
RIE Nawvigation
IB User Group Product Code CA
RIB User Enquiry Long Mame: Special Current Account
RIE Transaction Enquiry Short Name: Current Account
; Display Name Current Account
alli Currency Code: PHP
Change Own Password Minimum Amount:
Account Type: Current Account
Status On-Line

Figure 109 — Product Type Detail Menu
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1. IBAM User clicks on one of the products available.
2. IBAM displays details on the product type.

Step 3:

Qg

Penril

(SEA) Sdn.

Datability

Bhd.

(384550-U)

Home > PRODUCTTYPE = Search = Agrobank

Edit Proc

fuct Type

Category:
Product Code:
Long Name:

Short Name:

Display Name:

Currency Code:

Minimum Amount:

Account Type:

Status:

Agrobank
CA

Special Current Account

Current Account

Current Account

FHP

Current Account E]

On-line E]

[Back] [Update |

Figure 110 — Product Type Edit Menu

1. IBAM user edits the necessary information and click on “Update”.
2. IBAM will update the changes into database.

6.2.3 Maintaining Service List Details

6.2.3.1 Features Description
This feature allows authorized IBAM user to edit the allowable services belongs to each product in

product type

content.

6.2.3.2 Process Flow

IBAM Admin User

O

Accees on the
'Content’ Navigation
module

Select
“"PRODUCTTYPE"

Click on ‘Details’ on
either product

X

User clicks on Service
List

H Edit required details

IBAM

Display IB Content Type H

Display Product type
Content

X

Display the details of thi
selected product

J

Shows Service List for
the product

X

System validates and
save the userinputs
inside the database

=

Diagram 33 — Edit Service List Flow Diagram
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6.2.3.3 Screen Flow
Step 1:

Service List | TD Term

Service List Details

Open 3rd Party Fund Transfer From
Interbank Fund Transfer From
Open Bill Payment From

Open Interbank Fund Transfer From
Bill Payment From

Own Account Transfer To

3rd Party Fund Transfer From
Cashcard Topup From

Own Account Transfer From

Figure 111 -Service List Details

1. Within a selected product, clicks on Service List tab.
2. IBAM displays the allowable services for the product to be use in Retail Internet Banking.

Step 2:
Edit Service List

Allowable Services

From Account Time Deposit Placement
Interbank Fund Transfer From

Open Interbank Fund Transfer From
3rd Party Fund Transfer From

Open 3rd Party Fund Transfer From
Own Account Transfer From

Cashcard Topup From

Bill Payment From

Open Bill Fayment From

Own Account Transfer To

FEEEEEFEFE®O

Figure 112 — Edit Service List Page

1. IBAM User selects required service for the specified product.
2. IBAM User clicks on Update to save the changes.
3. IBAM will save the required services into IB database.

6.2.4 Maintaining Fixed Deposit Term Definition
6.2.4.1 Create Fixed Deposit Term Definition

6.2.4.1.1 Features Description
This feature allows authorized IBAM user to create a fixed deposit term belongs to each fixed deposit
product in product type content.
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6.2.4.1.2 Process Flow

Qg

Penril

Datability

(SEA) Sdn. Bhd.
(384550-U)

IBAM Admin User

Accees on the
'Content’ Navigation
module

Select
"PRODUCTTYPE"

Click on ‘Details’ on p i
H either product H User clicks on Term H Input required details

IBAM

Display IB Content Type H

Display Product type
Content

N

Display the details of the,
selected product

Shows Term for the
product

N

System validates and
save the userinputs
inside the database

=

Diagram 34 — Create Fixed Deposit Term Flow Diagram

6.2.4.1.3 Screen Flow

Step 1:

Service List | TD Term

TD Term

Product Code:

Term Display:

Term:

Interest Payment Frequency:

Create TD Term

Product Code:
Term Display:
Term:

Interest Payment Frequency:

AD
80

30

A00
100

Day |Z|

@ At Maturity = Monthly ©) Upfront

agrwnPE

Figure 113 — Create Fixed Deposit Term Page

6.2.4.2 Edit Fixed Deposit Term Details

6.2.4.2.1 Features Description

This feature allows authorized IBAM user to edit the available term belongs to each fixed deposit

product in product type content.

LAST UPDATED: 18 May 2011
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IBAM displays the available term for the FD product to be use in Retail Internet Banking.
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6.2.4.2.2 Process Flow

‘Coll:ti:::?\loar\]nthaetion Select Click on ‘Details’ on User clicks on Term Edit required details
IBAM Admin User moduleg “PRODUCTTYPE" either product List and select a term q
. k . System validates and
Display IB Content Type Risplay Product type Pizplay helcetallsoliiig Shows Edit term page save the userinputs
Content selected product insidaithe ddlabase;

Diagram 35 — Edit Service List Flow Diagram

IBAM

6.2.4.2.3 Screen Flow

Step 1:

Service List | TD Term

TD Term
Product Code: AD
Term Display: 80
Term: D
Interest Payment Frequency: 30

Edit TD Term
Product Code: AD
Term Display: 80
Term: Day E
Interest Payment Frequency: () At Maturity ) Monthly ) Upfront

Figure 114 — Edit Existing Fixed Deposit Term Page

Within a selected product, clicks on Fixed Deposit Term tab.

IBAM displays the available term for the FD product to be use in Retail Internet Banking.
IBAM User clicks on “Edit” button.

IBAM display the selected term to be edited.

IBAM User edits the required details for the selected term.

IBAM will save the edited term into 1B database.

oukwnrE

6.2.5 Delete Product Type

6.2.5.1 Features Description
This feature allow authorized IBAM user to delete a product type.
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6.2.5.2 Process Flow

ACEeFs onglE Select Click on ‘Details’ on
IBAM Admin User Conte::olt;ljlvelganon \PRODUCTTYPE" O S User clicks on Delete User clicks on Confirm

v

Selected product will
A Display Product type Display the details of the Display confirmation be removed and
IBAM Display B Cantent Tjpe Content selected product | page product category is

AGRO Databili
A ,\./D tability

refreshed

Diagram 36 - Delete Product Type Flow Diagram

6.2.5.3 Screen Flow
Step 1:
Home > PRODUCTTYPE > Search > Agrobank

Browse IB Content

PRODUCTTYPE

Agrobank

Create Category

Content List
Current Account Details

Create Content

Figure 115 - Product Type Content Page

1. IBAM User selects PRODUCTTYPE in Content.

2. IBAM displays product type category.

3. IBAM User selects a category.

4. IBAM displays the available content in the selected category.
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Step 2:
Home > PRODUCTTYPE > Search > Agrobank

PRODUCTTYPE

Agrobank

Product Code CA

Long Mame: Special Current Account
Short Name: Current Account
Display Mame Current Account
Currency Code: BHE

Minimum Amount:

Account Type: Current Account

Status On-Line

Figure 116 — Product Type Content Details Page

1. IBAM User clicks on the selected product.
2. IBAM displays the details of the selected product.

Step 3:
Home = PRODUCTTYPE > Search > Agrobank

Delete IB Content Category

Are you sure want to delete Special Current Account ?

Cancel

Figure 117 — Product Delete Confirmation Page

1. IBAM User clicks on ‘Delete’.
2. IBAM displays the delete confirmation page.

Step 4:
Home > PRODUCTTYPE > Search > Agrobank

Browse IB Content

PRODUCTTYPE

Agrobank

Create Category

Content List

Create Content

Figure 118 — Refreshed Product Type Content Page

1. IBAM User clicks on ‘Confirm’
2. IBAM deletes the selected production of IB Database.
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3. IBAM refreshes the content list to reflect the changes.
6.3 Currency Code

6.3.1 Create Currency Code

6.3.1.1 Features Description

This feature allows banks to manage their currency content to provide such services to their banking
customer. For instance, customers are allowed to make transaction based on Malaysian Ringgit

(MYR) if MYR is supported in the currency code content.

6.3.1.2 Process Flow

Note: For process flow description, this part describes on how to manage currency code offered to

bank customer as the general example

Select 'IB Content
Type' on particular 1B
Navigation Enquiry

Accees on the

IBAM Admin User ‘Content’ Navigation Click ‘Create Content’

User keys in the
currency code, base
unit, image URL,

Content Code’ Page message

module ] display order and
(e.g.: Currency Code) cthtus
1 1 1
\ ' |
i ! 1
i
1
7 T
| I
Y h 4 A4
B Display I Content Type Display ‘Currency’ IB Show the ‘Currency Show the successful

Diagram 37 — Currency Code Creation Flow Diagram

6.3.1.3 Screen Flow
Step 1:

Home

IB Content Type

BAMKBRAMCH
PRODUCTTYPE
CURREMCYCODE
FAYEE
SERVICEINFO

Figure 119 — Currency Code Content Menu

IBAM user clicks on the ‘content’ navigation menu.
IBAM System shows the home screen of the IB Content Type.

wn e
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Step 2:

Q4

Penril
Datability

(SEA) Sdn. Bhd.
(384550-U)

Home » CURREMCYCODE = Search = Currency

Browse |B Content

CURRENCYCODE

Currency

MYR Cumrency

Edit Delete
Fhi Currency Edit Delete
U5 Curency Edit Delete

Content List

[ Ereste Category |

usn Details
[ Create Content |
Figure 120 — Currency Code Menu
1. IBAM System shows the ‘IB Content; to allow admin user to browse on it.
2. Admin user clicks on the ‘create content’ to add new base currency.
Step 3:
Home > CURRENCYCODE > Search > Currency
Currency Code

Category: Currency

Currency Code: MYR

Base Unit: 0

Image URL:

Display Order: 0

Status: On-line El

Figure 121 — Currency Code Create Page

1. IBAM shows the ‘Currency Code” screen to allow admin user adding new currency code.
2. Admin user keys in the currency code, base unit, image URL, display order, and status. **
3. Admin user must click ‘Done’ in order to save the changes to the database.
4. IBAM System will show the ‘Successful’ message.
*Note:

Image URL contains the picture of the respecting currency code. For example, for USD, admin

user has the ability to provide the image URL that will look like ‘US$’ symbol.

bank user makes transaction.

online.

LAST UPDATED: 18 May 2011
Admin Module Business Requirement Specification
-Private & Confidential

Display order ‘0’ means, the ‘MYR’ currency code will always be displayed at first place every time

Status ‘On-line’ means that the ‘MYR’ currency code is only available when the bank user is
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6.3.2 Edit Currency Code

6.3.2.1 Features Description
This feature allows banks to change the current currency code settings.
6.3.2.2 Process Flow

Qg

Penril
Databil

ity

(SEA) Sdn. Bhd.
(384550-U)

Select'IB Content
Type' on particular IB
Navigation Enquiry
(e.g.: Currency Code)

Click on ‘Details’ ona
specific content list
(e.g.: USD)

Accees on the
‘Content’ Navigation
module

User clicks the edit

IBAM Admin User button

}ﬁ

User modifies the ‘has
unit, image URL,
display order, and
status’

!

O M EEE PP

Y

Shows the ‘Edit
Currency Code’ Page

Display ‘Currency’ IB
Content

Display the details of

IBAM ‘USD’ Currency Code

}_.

Display IB Content Type ’-} H

System validates and
save the userinputs
inside the database

0

Diagram 38 — Edit Currency Code Flow Diagram

6.3.2.3 Screen Flow
Step 1:

Home > CURRENCYCODE = Search > Currency

CURRENCYCODE

Currency

Currency Code usp
Base Unit
Image URL
Display Order

Status

0
On-Line

(Delete | (Edi]

Figure 122 — Currency Code Details Page
1. IBAM User goes to specific currency code and click ‘edit’.

Step 2:

Home » CURRENCYCODE = Search » Camency

Edit Cummency Code

Categry Currency
Curency Code
Baig Usit

I a3 LIRL:
Devpley Order

Seatui [ L E5TT z

Figure 123 — Currency Code Edit Page

1. IBAM System shows editable ‘Currency Code’ page.
2. Admin user clicks on ‘update’.
3. The settings will be changed immediately and stored into the database.
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6.3.3 Delete Currency Code

6.3.3.1 Features Description

Penril

(SEA) Sdn. Bhd.

/&/ Datability

This feature allows banks to change the current currency code settings.

6.3.3.2 Process Flow

(384550-U)

Select IB Content
Accees on the °
oot Wit Type' on particular 1B
IBAM Admin User oL Edat Navigation Enquiry
module
(e.q:: Currency Code)

Click on 'Details’ on a
specific content list
(e.g.: USD)

X

button

~
licks the delet: .
Q- gl ARy Sy F>| User clicks on confirm’

IBAM

X Display ‘Currency’ IB
Display IB Content Type}v{ Content

Display the details of
'USD’ Currency Code

Y

J

Shows confirmation

Rage

>

Delete from database

|

Directs the page to
‘Currency’ parent

@

category
Diagram 39 — Delete Currency Code Flow Diagram
6.3.3.3 Screen Flow
Step 1:
Home > CURRENCYCODE = Search = Currency
CURRENCYCODE
Currency
Currency Code UsD
Base Unit o
Image URL
Display Order 0
Status On-Line
(Delete |(Eda]

Figure 124 — Currency Code Details

1. Admin User goes to specific currency code and click ‘delete’.

Step 2:

Debete IE Content Categony

Aw ETu e W 1 el Dy

Figure 125 — Currency Code Delete Confirm

1. IBAM System shows the confirmation page.

2. User clicks on the ‘confirm’ button.
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Home > CURRENCYCODE = Search = Currency

Browse IB Content

CURRENCYCODE

Currency
MYR Currency Edit Delete
Phi Currency Edit Delete
US Currency Edit Delete

Content List

Create Content

Figure 126 — Redirection Page after Deletion
3. IBAM System directs the page to ‘Currency’Parent Category
6.4 Payee
6.4.1 Create Payee
6.4.1.1 Features Description
This feature allows IBAM user to create payee to cater for different payees in Retail Internet Banking

bill payment transfer.

6.4.1.2 Process Flow

Accees on the Select a particular User clicks ‘create
y gon 7 Select ‘PAYEE’ 5 User keys in all the
IBAM Admin User ‘Content’ Navigation category category name under content’ button on a detdils anz click Hone'
module category list speciﬁc content list
T H
Y Y
Display category list
BAY Display IB Content Type under PAYEE parent Show the ‘content list’ Sh;"'i‘th‘fsfx‘ee
category. y a0ing

Diagram 40 — Create Payee Flow Diagram

Validate the data input D.IS?Iaythe conien
list’ under a specific
and save to database
category

6.4.1.3 Screen Flow
Step 1:

Home

IB Content Type

BAMKBRAMCH
PRODUCTTYPE
CURREMCYCODE
FAYEE
SERVICEINFO

Figure 127 — IB Content Main Page
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1. IBAM User clicks on Content.
2. IBAM displays IB Content list.

Step 2:
Home > PAYEE > Search

Browse IB Content

PAYEE
Category List
Agrobank Edit Delete
Figure 128 — Payee Main Page
1. IBAM User clicks on PAYEE content.
2. IBAM displays PAYEE category list.
Step 3:
Home > PAYEE > Search > Agrobank
Browse IB Content
PAYEE
Agrobank
Create Category
Content List
CELCOM Sdn Bhd Details
Digi Details
MAKRO Enterprise Details
MAXIS Communication Sdn Bhd Details
Create Content
Figure 129 — Payee Content List Page
1. IBAM User selects a category.
2. IBAM display the content within the selected category.
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Step 4:
CZegany Agrobani
Pafjes Cote:
Full Mame:
Shor Name:
Crillne Payment: NO [
Elll Asooiut Nurmder Reuired: NO [
Bill Accourt Display Mame Reguired: NO [
Bl Accourt Display Name:
image Reguired: NO [
rmage UL
Fayorie Regisier Indicior NO [
Efectie Dot NO [
MilnTRm Fayment: NO [
WA Pment Amourt:
Mz Pajment: NO [
MATI Pymert Amourt
Reference Mo Reguired: NO [
Eilll Retkrence Name Requiret NO [a]

Bl Rrence Mame Display-

Payment Type:
Niote 1 Raguinet:
P
Note 2 Reguined:
#
Niote 3 Raguined:
/;
sEE OFfine [ |
Figure 130 — Create Payee Page
1. IBAM User clicks on Create Content.
2. IBAM display Payee creation page.
3. IBAM User input required fields and click on Done.
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Step 5:

Penrril

/\. )Y Datability

(SEA) Sdn. Bhd.
(384550-U)

Home > PAYEE > Search > Agrobank

Browse IB Content

PAYEE

Agrobank

Content List

CELCOM Sdn Bhd Details
Digi Details
MAKRO Enterprise Details
MAXIS Communication Sdn Bhd Details

Create Category

Create Content

Figure 131 — Payee Listing Page

1. IBAM saves the new payee into IB Database.

(Refreshed)

2. IBAM displays the latest content list to reflect the changes.

6.4.2 Edit Payee

6.4.2.1 Features Description

This feature allows authorized IBAM user to edit payee details.

6.4.2.2 Process Flow

Accees on the a & Select a particular User clicks on Detals’

“Content’ Navigati EL i at d fa particular content

ey ontent’ Navigation i, category name under ofa particular conten
module category list list

User clicks on edit
button

Lppesyhe User views the details
necessary fields

pEpley categoryiet Shows the details ona
1BAM Display [B Content Type under{l’::gEﬂEn:Jarent Show the ‘content st [ e = Shows editable detals

Validate and save the "
el da(abasel}_.[smws back the details }—‘O

Diagram 41 — Edit Payee Flow Diagram

LAST UPDATED: 18 May 2011
Admin Module Business Requirement Specification
-Private & Confidential

Page 94 of 109
Version 1.1



AlBRRR QT

6.4.2.3 Screen Flow
Step 1:

Home > PAYEE > Search > Agrobank
Browse IB Content
PAYEE
Agrobank
Content List
CELCOM Sdn Bhd Details
Digi Details
MAKRO Enterprise Details
MAXIZ Communication Sdn Bhd Details
Create Content
Figure 132 — Payee Content List Page
1. IBAM User clicks on Content.
2. IBAM displays IB Content list.
3. IBAM User clicks on PAYEE.
4. IBAM displays categories available for PAYEE.
5. IBAM User selects a category.
6. IBAM displays the available payee tied to the selected category.
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Step 2:

Penril

(SEA) Sdn. Bhd.

/;./ Datability

(384550-U)

Payee Code

Full Mame

Short Name

Online Payment

Bill Account Mumber Required
Bill Account Display Mame Required
Bill Account Display Mame
Image Required

Image URL

Favorite Register Indicator
Effective Date

Minimum Payment

Minimum Payment Amount
Maximum Payment

Maximum Payment Amount
Reference Mo. Required

Bill Reference Name Required
Bill Reference Name Display
Payment Type

Mote 1 Required

MNote 2 Required

Mote 3 Required

Status

5510

CELCOM 3dn Bhd
Celcom

YES

NO

NO

Bill Account Number
YES

YES

NO

YES

10

YES

100

NO

YES

Unigue Bill Index Number

1

Please be informed that this transaction requires TAC
Please confirm on the details entered

Receipt can be printed via the available print function.
On-Line

Figure 133 — Payee Details Page

1. IBAM User selects a payee.
2. IBAM displays the details of the payee.
3. IBAM User clicks on ‘Edit’.
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Step 3:
Cahagory Agrobank
Pajes Code 5518
Full Name: CELCOM Sdn Bhd
Shart Name: Celcom
Cnline Pajment: VES [
Bill Account Number Required NO [
Billl Account Display Name Reguined MO |1|
Billl Account Diksplay Name Bill Account Mumbsr
mage Reguined YES El
— | e
Fawrke Reglster ndkstor YES E| number customer should
Efisciie Dol NO E' enter when performing bill
pavments
MR Pyment VES [
KT Prayment Amount 10
Mz Payment VES [
MAZKITII Fayment Amount 100
Reference N0 Required NO [
Bill Riefarence Name Required YES [ ]
Bl Refierence Mame Display Unique Bill Index Mumibs
Payment Type 1
haote 1 Faguired

Flease be informed that this transaction
requires TAZ

Sy e Please confirm on the details ensersd
o
sl Beceipt can be printed via the awailable
print function.
p
e On-line El
Update
Figure 134 — Payee Edit Page
1. IBAM displays the payee edit page.
2. IBAM User performs edit on the selected payee and click on ‘Update’.
3. IBAM saves the changes into IB database.
6.4.3 Delete Payee
6.4.3.1 Features Description
This feature allows an authorized IBAM user to delete a payee.
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6.4.3.2 Process Flow

) Co:{‘:&?i";“;h;m" Select PAYEE! (:t:'e:‘ aﬂ":r;’;‘\"’r"a‘;er o ‘a':::fu‘l’; CD:;':‘S( User clicks on delete User views the content
IBAM Admin User 9 category S P button list
module category list tist
X
Shows back the
content list

Display category list a3
f 4 X Shows the details on a Shows Confirmation
IBAM [)lsplay 1B Content Type under;/:;{gEDEryparem Show the ‘contentlist e i Bep

Diagram 42 — Delete Payee Flow Diagram

6.4.3.3 Screen Flow
Step 1:
Home > PAYEE > Search > Agrobank

Browse IB Content

PAYEE

Agrobank

Create Category

Content List
CELCOM Sdn Bhd Details
Digi Details
MAKRO Enterprise Details
MAXIS Communication Sdn Bhd Details

Create Content

Figure 135 — Payee Content List Page

IBAM User clicks on Content.

IBAM displays IB Content list.

IBAM User clicks on PAYEE.

IBAM displays categories available for PAYEE.

IBAM User selects a category.

IBAM displays the available payee tied to the selected category.

oukwnrE
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Step 2:

Penril

(SEA) Sdn. Bhd.

/;./ Datability

(384550-U)

Payee Code

Full Mame

Short Name

Online Payment

Bill Account Mumber Required
Bill Account Display Mame Required
Bill Account Display Mame
Image Required

Image URL

Favorite Register Indicator
Effective Date

Minimum Payment

Minimum Payment Amount
Maximum Payment

Maximum Payment Amount
Reference Mo. Required

Bill Reference Name Required
Bill Reference Name Display
Payment Type

Mote 1 Required

MNote 2 Required

Mote 3 Required

Status

5510

CELCOM 3dn Bhd
Celcom

YES

NO

NO

Bill Account Number
YES

YES

NO

YES

10

YES

100

NO

YES

Unigue Bill Index Number

1

Please be informed that this transaction requires TAC
Please confirm on the details entered

Receipt can be printed via the available print function.
On-Line

Figure 136 — Payee Details Page

1. IBAM User selects a payee.

2. IBAM displays details of the selected payee.

3. IBAM User clicks on ‘Delete’.

Step 3:

Home > PAYEE > Search > Agrobank

Delete IB Content Category

Are you sure want to delete CELCOM Sdn Bhd?

Figure 137 — Payee Delete Confirmation Page

1. IBAM displays delete confirmation page.

2. IBAM User clicks on ‘Confirm’.

3. IBAM removes the payee from IB Database.
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Step 4:

Home = PAYEE > Search > Agrobank

Browse IB Content

PAYEE

Agrobank

Create Category

Content List
Digi Details
MAKRO Enterprise Details
MAXIS Communication Sdn Bhd Details

Create Content

Figure 138 — Refreshed Payee Content List Page
1. IBAM reloads the latest payee content list page to reflect the changes made.
6.5 Service Info
6.5.1 Create Service Info

6.5.1.1 Features Description

This feature allows IBAM user to create service info for Retail Internet Banking in order to display
information based on different services (e.g. Own Account Transfer, Third Party Transfer, Bill Payment

etc)

6.5.1.2 Process Flow

Accees on the Userkeysin allthe User views the detalls
1BAM Admin User [ Cotent Naigaton Pt SERV'CE INFOHUWUMES categoryH 5:::;;::!”;:( H User creates content. Hdetxl\sxnd click done onhec S

Display category list System displays the

Shows create (alegory Display a content form System validates and
\BAm Display 1B Content Type under PAYEE parent Saveto database Shows the category list ey e details of service info.
category that has been created

Diagram 43 — Create Service Info Flow Diagram
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6.5.1.3 Screen Flow
Step 1:

Qg

Penril
Datability

(SEA) Sdn. Bhd.
(384550-U)

Home

IB Content Type

BAMNKBRAMCH
FRODUCTTYFPE
CURREMCYCODE
PAYEE
SERVICEINFO

Figure 139 - IB Content Main Page

1. IBAM User clicks on Content.
2. IBAM displays IB Content list.

Step 2:

Home > SERVICEINFO > Search

Browse IB Content

SERVICEINFO

Category List

Agrobank

Create Category

Figure 140 — Service Info Category Page

1. IBAM User clicks on SERVICEINFO

2. IBAM displays the available category on SERVICEINFO
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Step 3:
Browse IB Content
SERVICEINFO
Agrobank
Create Category
Content List
Access Login Details
Account Inguiry Details
Account Maintenance - Link Details
Account Maintenance - Unlink Details
Account Summary Enquiry Details
Auto Loan Details
Transaction History Details
Transfer Limit Details
Lipdate profile Details
Create Content
Figure 141 — Service Info Tied to a Category
1. IBAM User clicks on “Create Content”.
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Step 4:
Cmegary: Agrobank
Senfce Codec
Sandoe Name:
kAain Mofe1:
p
haln hiojez
e
kiain MoteS
P
hain hioded:
4
hAziln NodeS
e
kiain MoteS
p
Ofine Mescage
e
st Off-ing [ |
Figure 142 — Service Info Creation Page
1. IBAM displays Service Info creation page.
2. IBAM User input required fields of service info and click ‘Done’.
3. IBAM saves the new serviceinfo into 1B database.
6.5.2 Edit Service Info
6.5.2.1 Features Description
This feature allows an authorized IBAM user to edit existing service info.
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6.5.2.2 Process Flow

Accees onthe » # User clicks on ‘Details’ User clicks on details
1BAM Admin User ‘Content Navigation & Tt A User of a particular content button on a specific
module & list contentlist
Display category lst
Display IB Content Type [ under PAYEE parent Show the ‘content st Shows theldetalls ong S igartsleons
cathaond specific content st specificservice info

Diagram 44 — Edit Service Info Flow Diagram

User input required
changes and click
update

User clicks edit button }—»
Shows the edit page }—»

1BAM

Saves the changes into
B Database

6.5.2.3 Screen Flow

Step 1:
SERVICEINFO
Agrobank
Service  FUNOWN
Code
Service  Own Account Transfer
Mame
Main 1. Please take note on the transfer involving the <B=FOREIGN CURRENCY</B> accounts:<li=Transfer with
Mote1 different currency only available from <B>9.00am till 4.00pm working days.</B=</li> <li=Transfer between
the same currencies has no limits of period.</li= <li=Please select the <B=Purpose of Payment</B> below
accordingly.</li=
Main Please ensure the <B>Amount</B> entered and <B>From/To Accounts</B> are correct before confirming
Mote2 the transaction.
Main You are Kindly advised to print the <B>Receipt</B> for your future reference and record keeping.
Mote3
Main main note 4
Moted
Main main note 5
Motes
Main main note &
Moted
Offline FUNOWN
Message
Status On-Line
Figure 143 — Service Info Details Page
1. IBAM User clicks on Content.
2. IBAM displays IB Content list.
3. IBAM User clicks on SERVICEINFO.
4. IBAM displays the available category on SERVICEINFO.
5. IBAM User clicks on the selected category.
6. IBAM displays the content tied to the selected category.
7. IBAM User selects a service info.
8. IBAM displays the service info details.
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Step 2:

Qg

Penril
Datability

(SEA) Sdn. Bhd.
(384550-U)

Sanice Code
Sanice Name-

Main Moke1:

hain Mole

Main Mole3

hain Mioded.

Mzin MoleS

Main Moles:

O"re Message

Agrobank
FUNCUN

Oraen Account Transfer

1. Pleass take nobe on the transfer -
invelring the <B>FOBEISH CUBBENCY</Br» |§|
acoounts:<li*Transfer with different o
currency only available from <B%.00am
£ill 4. 00pm working day=.</B/liv
<1i¥Transfer between the same A

Pleg=se sn=pre the <Erimount</Br sntersd

and <E>From/To Account=</BE> are correct
before confirming the transaction.

You are kindly advi=sed to print the
<ErBeceipt< /By for your future reference
and record besping.

FIROHE

On-line El

Figure 144 - Edit Service Info Page

1. IBAM displays Service Info edit page.
2. IBAM User input required changes of service info and click ‘Update’.
3. IBAM saves the amended service info into IB database.

6.5.3 Delete Service Info

6.5.3.1 Features Description
This feature allows IBAM user to delete selected service info.
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6.5.3.2 Process Flow

A A'c(e:sNonthet A 2 B & 4 f Ufser(l\cks of Details lésetr(dlcksen dec_a'us L eee
B e s ontent’ Navigation Bt ser of a particular content utton on a specific Eak
module list content st
Y Y
. 4 A Shows the details on a Shows the details on a
1BAM [D'”'aym C""‘e””"’e}‘ Previielcheniey }" specific content list specific service info

H FQ
Diagram 45 — Delete Service Info Flow Diagram

list

User views the (untenl}

Display category list
under PAYEE parent
category

6.5.3.3 Screen Flow

Step 1:
SERVICEINFO
Agrobank
Service  FUNOWN
Code
Service  Own Account Transfer
Mame
Main 1. Please take note on the transfer involving the <B=FOREIGN CURRENCY</B> accounts:<li=Transfer with
Mote1 different currency only available from <B>9.00am till 4.00pm working days.</B=</li> <li=Transfer between
the same currencies has no limits of period.</li= <li=Please select the <B=Purpose of Payment</B> below
accordingly.</li=
Main Please ensure the <B>Amount</B> entered and <B>From/To Accounts</B> are correct before confirming
Mote2 the transaction.
Main You are Kindly advised to print the <B>Receipt</B> for your future reference and record keeping.
Mote3
Main main note 4
Moted
Main main note 5
Motes
Main main note &
Moted
Offline FUNOWN
Message
Status On-Line
Figure 145 — Service Info Details Page
1. IBAM User clicks on Content.
2. IBAM displays IB Content list.
3. IBAM User clicks on SERVICEINFO.
4. IBAM displays the available category on SERVICEINFO.
5. IBAM User clicks on the selected category.
6. IBAM displays the content tied to the selected category.
7. IBAM User selects a service info.
8. IBAM displays the service info details.

Step 2:
Home > SERVICEINFO > Search > Agrobank

Delete IB Content Category

Are you sure want to delete Own Account Transfer?

Figure 146 — Service Info Delete Confirmation Page
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IBAM User clicks on ‘Delete’.

IBAM displays the delete confirmation page.

IBAM User clicks on ‘Confirm’.

IBAM removes the selected service info from IB Database.

el
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7 Personalization

7.1 Change own password

7.1.1 Features Description
This feature allows IBAM users to their own password as necessary.

7.1.2 Process Flow

Input Old
Password, New
Password and
Confirm Password

Access to Change
IBAM USER Own Password
Screen

Validate Old
Password and save Display Successful
New Password to IB Password Change
Database

Display Change
Own Password
Screen

IBAM

Diagram 46 — Change Own Password Flow Diagram

There are 2 participants involved in this process which is User and IBAM. The following are the steps:
Step 1:

1. Admin access to Change Password Screen.

2. IBAM display Change Password Screen.

3. Admin input Old Password, New Password and Confirm Password.

4. IBAM validates Old Password and save New Password to IB Database.

Step 2:
1. IBAM display the result page.

7.1.3 Screen Flow

Step 1:

Change Password

Oled P meiord
Mew P wwaed

Confen Panvword

[

Figure 147 — Change Password Screen

1. Admin can access to Change Password Screen by clicking on the “Change Password” link on the
left navigation menu

2. IBAM display the Change Password Screen.

3.  Admin input Old Password, New Password and Confirm Password and clicked the “Change”

button
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Step 2:

Change Password Result

Swcoevsful
Fasyword has been successfully changed

Figure 148 — Change Password Result Screen

1. IBAM validates Old Password and save New Password to IB Database and display the result
screen to the admin.

~~~ End ~~~
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